
 

 

Cybersecurity: Critical Infrastructure 

Authoritative Reports and Resources 

Rita Tehan 

Information Research Specialist 

April 21, 2017 

Congressional Research Service 

7-5700 

www.crs.gov 

R44410 



Cybersecurity: Critical Infrastructure Authoritative Reports and Resources 
 

Congressional Research Service 

Summary 
Critical infrastructure is defined in the USA PATRIOT Act (P.L. 107-56, §1016(e)) as “systems 
and assets, physical or virtual, so vital to the United States that the incapacity or destruction of 
such systems and assets would have a debilitating impact on security, national economic security, 
national public health and safety, or any combination of those matters.”  

Presidential Decision Directive 63, or PDD-63, identified activities whose critical infrastructures 
should be protected: information and communications; banking and finance; water supply; 
aviation, highways, mass transit, pipelines, rail, and waterborne commerce; emergency and law 
enforcement services; emergency, fire, and continuity of government services; public health 
services; electric power, oil and gas production; and storage. In addition, the PDD identified four 
activities in which the federal government controls the critical infrastructure: (1) internal security 
and federal law enforcement; (2) foreign intelligence; (3) foreign affairs; and (4) national defense. 

In February 2013, the Obama Administration issued PPD-21, Critical Infrastructure Security and 
Resilience, which superseded HSPD-7 issued during the George W. Bush Administration. PPD-21 
made no major changes in policy, roles and responsibilities, or programs, but did order an 
evaluation of the existing public-private partnership model, the identification of baseline data and 
system requirements for efficient information exchange, and the development of a situational 
awareness capability. PPD-21 also called for an update of the National Infrastructure Protection 
Plan, and a new Research and Development Plan for Critical Infrastructure, to be updated every 
four years. 

This report serves as a starting point for congressional staff assigned to cover cybersecurity issues 
as they relate to critical infrastructure. Much is written about protecting U.S. critical 
infrastructure, and this CRS report directs the reader to authoritative sources that address many of 
the most prominent issues. The annotated descriptions of these sources are listed in reverse 
chronological order with an emphasis on material published in the past several years. The report 
includes resources and studies from government agencies (federal, state, local, and international), 
think tanks, academic institutions, news organizations, and other sources. 

x  Table 1 contains overview reports and resources 
x Table 2 lists energy resources, including electrical grid, Smart Grid, SCADA, 

and Industrial Control Systems 
x Table 3 presents financial industry resources, including banks, insurance, SEC 

guidance, FFIEC, FDIC, FSOC, and IRS 
x Table 4 contains health, including Healthcare.gov, health insurance, Medicaid, 

and medical devices 
x Table 5 contains telecommunications and communications, including wired, 

wireless, Internet service providers, GPS, undersea cables, and public safety 
broadband networks 

x Table 6 features transportation, including Coast Guard, air traffic control, ports 
and maritime, and automobiles  

The following CRS reports comprise a series that compiles authoritative reports and resources on 
these cybersecurity topics: 

x CRS Report R44405, Cybersecurity: Overview Reports and Links to 
Government, News, and Related Resources, by Rita Tehan 
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x CRS Report R44406, Cybersecurity: Education, Training, and R&D 
Authoritative Reports and Resources, by Rita Tehan  

x CRS Report R44408, Cybersecurity: Cybercrime and National Security 
Authoritative Reports and Resources, by Rita Tehan  

x CRS Report R43317, Cybersecurity: Legislation, Hearings, and Executive 
Branch Documents, by Rita Tehan 

x CRS Report R43310, Cybersecurity: Data, Statistics, and Glossaries, by Rita 
Tehan  

x CRS Report R44417, Cybersecurity: State, Local, and International 
Authoritative Reports and Resources, by Rita Tehan  

For access to additional CRS reports and other resources, see the Science & Technology: Science 
for Security and Homeland Security & Immigration: Cybersecurity Issue Pages at 
http://www.crs.gov. 
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Introduction 
Critical infrastructure is defined in the USA PATRIOT Act (P.L. 107-56, §1016(e)) as “systems 
and assets, physical or virtual, so vital to the United States that the incapacity or destruction of 
such systems and assets would have a debilitating impact on security, national economic security, 
national public health and safety, or any combination of those matters.”1  

Presidential Decision Directive 63 (or PDD-63) identified activities whose critical infrastructures 
should be protected:  

x information and communications;  
x banking and finance;  
x water supply;  
x aviation, highways, mass transit, pipelines, rail, and waterborne commerce;  
x emergency and law enforcement services;  
x emergency, fire, and continuity of government services;  
x public health services;  
x electric power, oil and gas production; and  
x storage.  

In addition, PDD-63 identified four activities in which the federal government controls the critical 
infrastructure: (1) internal security and federal law enforcement; (2) foreign intelligence; (3) 
foreign affairs; and (4) national defense. 

In February 2013, the Obama Administration issued PPD-21, the Critical Infrastructure Security 
and Resilience,2 which superseded HSPD-7 issued during the George W. Bush Administration. 
PPD-21 made no major changes in policy, roles and responsibilities, or programs, but did order an 
evaluation of the existing public-private partnership model, the identification of baseline data and 
system requirements for efficient information exchange, and the development of a situational 
awareness capability. PPD-21 also called for an update of the National Infrastructure Protection 
Plan and a new Research and Development Plan for Critical Infrastructure, to be updated every 
four years. 

This report serves as a starting point for congressional staff assigned to cover cybersecurity issues 
as they relate to critical infrastructure. Much is written about protecting U.S. critical 
infrastructure, and this CRS report directs the reader to authoritative sources that address many of 
the most prominent issues. The annotated descriptions of these sources are listed in reverse 
                                                 
1 See P.L. 107-56, §1016(e). Homeland Security Presidential Directive Number 7 (HSPD-7), Critical Infrastructure 
Identification, Prioritization, and Protection, released December 17, 2003, went further to describe the level of impact 
the loss of an asset must have to warrant considering the asset as “critical.” This included causing catastrophic health 
effects or mass casualties comparable to those from the use of weapons of mass destruction; impairing federal 
agencies’ abilities to perform essential missions or ensure the public’s health and safety; undermining state and local 
government capacities to maintain order and deliver minimum essential public services; damaging the private sector’s 
capability to ensure the orderly functioning of the economy; having a negative effect on the economy through 
cascading disruption of other infrastructures; or undermining the public’s morale and confidence in our national 
economic and political institutions. HSPD-7 has since been superseded by PDD-21. 
2 See Critical Infrastructure Security and Resilience, The White House, February 12, 2013 at 
http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-
and-resil.  
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chronological order with an emphasis on material published in the last several years. This report 
includes resources and studies from government agencies (federal, state, local, and international), 
think tanks, academic institutions, news organizations, and other sources related to the following 
sectors: 

x  Table 1, overview reports and resources; 
x Table 2, energy, including electrical grid, smart grid, SCADA, and industrial 

control systems; 
x Table 3, financial industry, including banks, insurance, SEC guidance, FFIEC, 

FDIC, FSOC, and IRS; 
x Table 4, health, including Healthcare.gov, health insurance, Medicaid, and 

medical devices; 
Table 5, telecommunications and communications, including wired, wireless, 
Internet service providers, GPS, undersea cables, and public safety broadband 
network; and  

x Table 6, transportation, including Coast Guard, air traffic control, ports and 
maritime, and automobiles. 
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 Table 1. O
verview

 R
eports and R

esources 

T
itle 

Source 
D

ate 
N

otes 

C
ritical Infrastructure Sectors (list) 

D
epartm

ent of H
om

eland 
Security (D

H
S) 

C
ontinuously 

U
pdated 

There are 16 critical infrastructure sectors w
hose assets, system

s, 
and netw

orks, w
hether physical or virtual, are considered so vital to 

the U
nited States that their incapacitation or destruction w

ould have 
a debilitating effect on security, national econom

ic security, national 
public health or safety, or any com

bination thereof. The critical 
infrastructure sectors are chem

ical; com
m

ercial facilities; 
com

m
unications; critical m

anufacturing; dam
s; defense industrial base; 

em
ergency services; energy; financial services; food and agriculture; 

governm
ent facilities; health care and public health; inform

ation 
technology; nuclear reactors, m

aterials, and w
aste; transportation 

System
s; and w

ater and w
astew

ater system
s.  

D
aily O

pen Source Infrastructure R
eport 

D
H

S 
C

ontinuously 
U

pdated 
The D

H
S D

aily O
pen Source Infrastructure Report is a non-

com
m

ercial publication intended to educate and inform
 personnel 

engaged in infrastructure protection. T
he D

aily Report is collected 
each business day as a sum

m
ary of open-source published 

inform
ation concerning significant critical infrastructure issues. Each 

report is divided by the critical-infrastructure sectors and key assets 
defined in the N

ational Infrastructure Protection Plan. 

C
yber Infrastructure Protection 

H
om

eland Security D
igital 

Library (H
SD

L) 
C

ontinuously 
U

pdated 
G

eneral resources for cyber infrastructure protection, grouped by  
audits and investigations,  C

RS reports,  D
O

D
 reports,  executive 

branch,  exercise reports,  hearings,  international perspective,  
research and analysis,  thesis,  and w

ebsites. 

N
ational C

ouncil of ISA
C

s 
Inform

ation Sharing and 
A

nalysis C
enters (ISA

C
) 

C
ontinuously 

U
pdated 

The m
ission of the N

ational C
ouncil of ISA

C
s (N

C
I) is to advance 

the physical and cyber security of the critical infrastructures of N
orth 

A
m

erica by establishing and m
aintaining a fram

ew
ork for valuable 

interaction betw
een and am

ong the ISA
C

s and w
ith governm

ent. 
M

em
bers of the C

ouncil are the individual Inform
ation Sharing and 

A
nalysis C

enters (ISA
C

) that represent their respective sectors. 

IC
S-C

ER
T M

onitor N
ew

sletters 
Industrial C

ontrol System
s 

C
yber Em

ergency 
Response Team

 
(IC

S/C
ERT

) M
onitor 

C
ontinuously 

U
pdated 

IC
S-C

ERT publishes the M
onitor N

ew
sletter w

hen an adequate 
am

ount of pertinent inform
ation has been collected. The new

sletter 
is a service to personnel actively engaged in the protection of critical 
infrastructure assets. 
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T
itle 

Source 
D

ate 
N

otes 

K
eeping A

m
erica Safe: T

ow
ard M

ore Secure 
N

etw
orks for C

ritical Sectors 
M

assachusetts Institute of 
Technology. C

enter for 
International Studies 

M
arch 2017 

The digital system
s that control critical infrastructure in the U

nited 
States and m

ost other countries are easily penetrated and 
architecturally w

eak, and this has been know
n for a long tim

e. M
uch 

effort has been devoted to developing better security standards, but 
m

ost standards are m
erely advisory. K

ey federal departm
ents, 

notably but not exclusively, hom
eland security, defense, and energy 

have devoted significant effort to im
proving infrastructure security. 

But these efforts have not altered the strategic balance. (49 pages) 

C
ritical Infrastructure Protection: D

H
S H

as M
ade 

Progress in Enhancing C
ritical Infrastructure 

A
ssessm

ents but A
dditional Im

provem
ents are 

N
eeded 

G
A

O
 

July 12, 2016 
This testim

ony sum
m

arizes past G
A

O
 findings on progress m

ade and 
im

provem
ents needed in D

H
S’s vulnerability assessm

ents, such as 
addressing potential duplication and gaps in these efforts. (21 pages) 

Incident R
esponse A

ctivity (N
ovem

ber-
D

ecem
ber 2015) 

IC
S/C

ERT
 

January 19, 2016 
U

.S. critical infrastructure system
s experienced a 20%

 increase in 
attem

pted cybersecurity breaches in FY2015, IC
S-C

ERT responded 
to 295 cybersecurity incidents involving critical infrastructure, 
com

pared w
ith 245 in fiscal 2014. (10 pages) 

C
ritical Infrastructure Protection: D

H
S A

ction 
N

eeded to Enhance Integration and C
oordination 

of V
ulnerability A

ssessm
ent Efforts 

G
overnm

ent 
A

ccountability O
ffice 

(G
A

O
) 

Septem
ber 15, 

2014 
D

H
S used 10 different assessm

ent tools and m
ethods from

 FY2011 
through FY2013 to assess critical infrastructure vulnerabilities. Four 
of the 10 assessm

ents did not include cybersecurity. T
he differences 

in the assessm
ent tools and m

ethods m
ean D

H
S is not positioned to 

integrate its findings in identifying priorities. (82 pages) 

A
ctions to Strengthen C

ybersecurity and Protect 
C

ritical IT System
s 

O
ffice of Personnel 

M
anagem

ent (O
PM

) 
June 24, 2015 

O
PM

 lists 15 new
 steps and 23 ongoing actions to secure its 

com
puter netw

orks. The agency plans to ask for additional funds for 
its IT budget next fiscal year. (8 pages) 

C
ritical Infrastructure: Security Preparedness and 

M
aturity 

U
nisys and the Ponem

on 
Institute 

July 2014 
U

nisys and the Ponem
on Institute surveyed nearly 600 IT security 

executives of utility, energy, and m
anufacturing organizations. 

O
verall, the report finds organizations are sim

ply not prepared to 
deal w

ith advanced cyber threats. O
nly half of com

panies have 
actually deployed IT security program

s and, according to the survey, 
the top threat actually stem

s from
 negligent insiders. (34 pages) 

Sector R
isks Snapshots 

D
H

S 
M

ay 2014 
D

H
S’s snapshots provide an introduction to the diverse array of 

critical infrastructure sectors, touching on som
e of the key threats 

and hazards concerning these sectors and highlighting the com
m

on, 
first-order dependencies and interdependencies betw

een sectors. (52 
pages) 
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T
itle 

Source 
D

ate 
N

otes 

N
otice of C

om
pletion of N

otification of C
yber-

D
ependent Infrastructure and Process for 

R
equesting R

econsideration of D
eterm

inations of 
C

yber C
riticality 

D
H

S Program
s D

irectorate 
A

pril 17, 2014 
The Secretary of D

H
S has been directed to identify critical 

infrastructure in w
hich a cybersecurity incident could reasonably 

result in catastrophic regional or national effects on public health or 
safety, econom

ic security, or national security. In addition to 
identifying such infrastructure, the Secretary m

ust confidentially 
notify the infrastructure’s ow

ners and operators and establish a 
m

echanism
 through w

hich entities can request reconsideration of 
that identification, w

hether inclusion of or exclusion from
 the list. 

The notice inform
s ow

ners and operators of critical infrastructure 
that the confidential notification process is com

plete and describes 
the process for requesting reconsideration. (3 pages) 

Fram
ew

ork for Im
proving C

ritical Infrastructure 
C

ybersecurity 
N

ational Institute of 
Standards and T

echnology 
(N

IST) 

February 12, 
2014 

The voluntary fram
ew

ork consists of custom
izable cybersecurity 

standards that can be adapted by various sectors and both large and 
sm

all organizations. To encourage the private sector to fully adopt 
this fram

ew
ork, D

H
S launched the C

ritical Infrastructure C
yber 

C
om

m
unity (C

3)—
or C

-cubed—
Voluntary Program

. T
he C

3 program
 

gives com
panies that provide critical services such as cell phones, 

em
ail, banking, and energy and state and local governm

ents direct 
access to D

H
S cybersecurity experts w

ithin D
H

S w
ho have 

know
ledge about specific threats, w

ays to counter those threats, and 
how

, over the long term
, to design and build system

s that are less 
vulnerable to cyber threats. (41 pages) 

ITI R
ecom

m
endations to the D

epartm
ent of 

H
om

eland Security R
egarding its W

ork 
D

eveloping a Voluntary Program
 U

nder Executive 
O

rder 163636, “Im
proving C

ritical Infrastructure 
C

ybersecurity.” 

Inform
ation T

echnology 
Industry C

ouncil (IT
I) 

February 11, 
2014 

ITI released a set of recom
m

endations that suggest D
H

S prioritize 
outreach to raise aw

areness of the fram
ew

ork and the program
 as 

resources; carefully determ
ine how

 “success” is to be dem
onstrated; 

de-em
phasize the current focus on incentives; and partner w

ith 
industry on all aspects of the program

 m
oving forw

ard. (3 pages) 

T
he Federal G

overnm
ent’s T

rack R
ecord on 

C
ybersecurity and C

ritical Infrastructure 
Senate H

om
eland Security 

and G
overnm

ental A
ffairs 

C
om

m
ittee (M

inority Staff) 

February 4, 2014 
Since 2006, the federal governm

ent has spent at least $65 billion on 
securing its com

puters and netw
orks, according to an estim

ate by the 
C

ongressional R
esearch Service (C

RS). N
IST

, the governm
ent’s 

official body for setting cybersecurity standards, has produced 
thousands of pages of precise guidance on every significant aspect of 
IT security. A

nd yet the Senate report found that agencies—
even 

those w
ith responsibilities for critical infrastructure or vast 

repositories of sensitive data—
continue to leave them

selves 
vulnerable, often by failing to take the m

ost basic steps tow
ard 

securing their system
s and inform

ation. (19 pages) 
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T
itle 

Source 
D

ate 
N

otes 

C
om

puter Security Incident C
oordination (C

SIC
): 

Providing T
im

ely C
yber Incident R

esponse 
N

IST
 

June 28, 2013 
N

IST is seeking inform
ation relating to C

SIC
 as part of the research 

needed to com
pile a new

 supplem
ental publication to help com

puter 
security incident response team

s (C
SIRTs) coordinate effectively 

w
hen responding to com

puter-security incidents. T
he N

IST special 
publication w

ill identify technical standards, m
ethodologies, 

procedures, and processes that facilitate prom
pt and effective 

response. (3 pages) 

C
yber Infrastructure Protection: V

olum
e II 

U
.S. A

rm
y W

ar C
ollege 

Press 
M

ay 2013 
The book addresses such questions as how

 serious is the cyber 
threat? W

hat technical and policy-based approaches are best suited 
to securing telecom

m
unications netw

orks and inform
ation system

s 
infrastructure security? W

hat role w
ill governm

ent and the private 
sector play in hom

eland defense against cyberattacks on critical 
civilian infrastructure, financial, and logistical system

s? W
hat legal 

im
pedim

ents exist concerning efforts to defend the nation against 
cyberattacks, especially in preventive, preem

ptive, and retaliatory 
actions? The book is the result of a tw

o-day colloquium
 titled C

yber 
Security Infrastructure Protection, conducted in June 2011 by the 
C

enter of Inform
ation N

etw
orking and T

elecom
m

unications (C
IN

T) 
at the G

rove School of Engineering, the C
olin Pow

ell C
enter for 

Public Policy (both at the C
ity U

niversity of N
ew

 York, C
ity C

ollege 
[C

C
N

Y
]) and the Strategic Studies Institute at the U

.S. A
rm

y W
ar 

C
ollege. (279 pages) 

C
ybersecurity: T

he N
ation’s G

reatest T
hreat to 

C
ritical Infrastructure  

U
.S. A

rm
y W

ar C
ollege 

M
arch 2013 

The paper provides a background on w
hat constitutes national 

critical infrastructure and critical infrastructure protection; discusses 
the im

m
ense vulnerabilities, threats, and risks associated in the 

protection of critical infrastructure; and outlines governance and 
responsibilities of protecting vulnerable infrastructure. T

he paper 
m

akes recom
m

endations for federal responsibilities and legislation to 
direct national critical infrastructure efforts to ensure national 
security, public safety, and econom

ic stability. (38 pages) 



 

C
R
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T
itle 

Source 
D

ate 
N

otes 

N
IPP 2013: Partnering for C

ritical Infrastructure 
Security and R

esilience 
D

epartm
ent of H

om
eland 

Security (D
H

S) 
2013 

The N
ational Infrastructure Protection Plan (N

IPP) 2013 m
eets the 

requirem
ents of Presidential Policy D

irective-21, “C
ritical 

Infrastructure Security and R
esilience,” signed in February 2013. T

he 
plan w

as developed through a collaborative process involving 
stakeholders from

 all 16 critical infrastructure sectors, all 50 states, 
and all levels of governm

ent and industry. It provides a clear call to 
action to leverage partnerships, innovate for risk m

anagem
ent, and 

focus on outcom
es. (57 pages) 

C
ritical Infrastructure Protection: C

ybersecurity 
G

uidance Is A
vailable, but M

ore C
an Be D

one to 
Prom

ote Its U
se 

G
A

O
 

D
ecem

ber 9, 
2011 

A
ccording to G

A
O

, given the plethora of cybersecurity guidance 
available, individual entities w

ithin the sectors m
ay be challenged in 

identifying the guidance that is m
ost applicable and effective in 

im
proving their security posture. Im

proved know
ledge of the 

available guidance could help both federal and private-sector 
decisionm

akers better coordinate their efforts to protect critical 
cyber-reliant assets. (77 pages) 

C
ontinued A

ttention N
eeded to Protect O

ur 
N

ation’s C
ritical Infrastructure 

G
A

O
 

July 26, 2011 
A

 num
ber of significant challenges rem

ain to enhancing the security 
of cyber-reliant critical infrastructures, such as (1) im

plem
enting 

actions recom
m

ended by the President’s cybersecurity policy review
; 

(2) updating the national strategy for securing the inform
ation and 

com
m

unications infrastructure; (3) reassessing D
H

S’s planning 
approach to critical infrastructure protection; (4) strengthening 
public-private partnerships, particularly for inform

ation sharing; (5) 
enhancing the national capability for cyber w

arning and analysis; 
(6) addressing global aspects of cybersecurity and governance; and (7) 
securing the m

odernized electricity grid. (20 pages) 

C
ybersecurity: C

ontinued A
ttention N

eeded to 
Protect O

ur N
ation’s C

ritical Infrastructure and 
Federal Inform

ation System
s 

G
A

O
 

M
arch 16, 2011 

A
ccording to G

A
O

, executive branch agencies have m
ade progress 

instituting several governm
ent-w

ide initiatives aim
ed at bolstering 

aspects of federal cybersecurity, such as reducing the num
ber of 

federal access points to the Internet, establishing security 
configurations for desktop com

puters, and enhancing situational 
aw

areness of cyber events. D
espite these efforts, the federal 

governm
ent continues to face significant challenges in protecting the 

nation’s cyber-reliant critical infrastructure and federal inform
ation 

system
s. (17 pages) 



 

C
R
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T
itle 

Source 
D

ate 
N

otes 

Partnership for C
ybersecurity Innovation 

W
hite H

ouse O
ffice of 

Science and T
echnology 

Policy 

D
ecem

ber 6, 
2010 

The O
bam

a A
dm

inistration released a m
em

orandum
 of 

understanding signed by D
O

C
’s N

IST, D
H

S’s Science and T
echnology 

D
irectorate (D

H
S/S&

T
), and the Financial Services Sector 

C
oordinating C

ouncil (FSSC
C

). T
he goal of the agreem

ent is to 
speed up the com

m
ercialization of cybersecurity research 

innovations that support the nation’s critical infrastructures. (4 pages) 

C
ritical Infrastructure Protection: K

ey Private and 
Public C

yber Expectations N
eed to Be 

C
onsistently A

ddressed 

G
A

O
 

July 15, 2010 
Private-sector stakeholders reported that they expect their federal 
partners to provide usable, tim

ely, and actionable cyber threat 
inform

ation and alerts; access to sensitive or classified inform
ation; a 

secure m
echanism

 for sharing inform
ation; security clearances; and a 

single centralized governm
ent cybersecurity organization to 

coordinate governm
ent efforts. H

ow
ever, according to private-sector 

stakeholders, federal partners are not consistently m
eeting these 

expectations. (38 pages) 

Source: H
ighlights com

piled by C
RS from

 the reports. 
N

ote: Page counts are docum
ents; other cited resources are w

ebpages. Table 2. E
nergy Sector 

(includes electrical grid, sm
art grid, SC

A
D

A
, and industrial control system

s) 

T
itle 

Source  
D

ate 
N

otes 

C
ybersecurity for Energy D

elivery System
s Program

 
(C

ED
S) 

D
epartm

ent of Energy 
(D

O
E), O

ffice of 
Electricity D

elivery and 
Energy Reliability 

C
ontinuously 

U
pdated 

The program
 assists the energy-sector asset ow

ners (electric, 
oil, and gas) by developing cybersecurity solutions for energy 
delivery system

s through integrated planning and a focused 
research and developm

ent effort. C
ED

S co-funds projects w
ith 

industry partners to m
ake advances in cybersecurity capabilities 

for energy delivery system
s.  

C
ybersecurity C

apability M
aturity M

odel (C
2M

2) 
D

O
E O

ffice of Electricity 
D

elivery and Energy 
Reliability 

C
ontinuously 

U
pdated 

The m
odel w

as developed by the D
O

E and industry as a 
cybersecurity control evaluation and im

provem
ent m

anagem
ent 

tool for energy sector firm
s. It tells adherents how

 to assess 
and grade adoption of cybersecurity practices.  



 

C
R

S
-9 

T
itle 

Source  
D

ate 
N

otes 

C
yber Infrastructure Protection 

H
om

eland Security 
D

igital Library (H
SD

L) 
C

ontinuously 
U

pdated 
H

SD
L’s collection of featured topics related to hom

eland 
security topics. Each featured topic is grouped by audits &

 
investigations, C

RS reports, D
O

D
 reports, executive branch, 

exercise reports, hearings, international perspective, research &
 

analysis, these, and w
ebsites.  

G
ridEx 

N
orth A

m
erican Electric 

Reliability C
orporation 

(N
ERC

)  

C
ontinuously 

U
pdated 

The objectives of the N
ERC

 G
rid Security Exercise (G

ridEx) 
series are to use sim

ulated scenarios (w
ith no real-w

orld 
effects) to exercise the current readiness of participating 
electricity subsector entities to respond to cyber or physical 
security incidents and provide input for security program

 
im

provem
ents to the bulk pow

er system
. G

ridEx is a biennial 
international grid security exercise that uses best practices and 
other contributions from

 D
H

S, the Federal Em
ergency 

M
anagem

ent A
gency (FEM

A
), and N

IST
.  

Liberty Eclipse Energy-Energy A
ssurance Exercise &

 Event, 
D

ec 8-9, 2016 
D

O
E Infrastructure 

Security &
 Energy 

Restoration 

A
pril 18, 2017 

The results of the “Liberty Eclipse” energy assurance exercise in 
D

ecem
ber are catalogued in a report released by D

O
E, w

hich 
offers a series of recom

m
endations for the federal governm

ent 
to im

prove its w
ork to protect the electric grid and other 

energy infrastructure. The exercise tested how
 state and 

em
ergency m

anagem
ent officials w

ould respond to a cyber 
incident that took out pow

er across seven states in the 
N

ortheast and m
id-A

tlantic regions, affecting 16.7 m
illion 

custom
ers and com

ponents of critical infrastructure. (25 pages) 

C
yberattack on the U

.S. Pow
er G

rid 
C

ouncil on Foreign 
Relations 

A
pril 2017 

A
n adversary w

ith the capability to exploit vulnerabilities w
ithin 

the U
.S. pow

er grid m
ight be m

otivated to carry out such an 
attack under a variety of circum

stances. A
n attack on the pow

er 
grid could be part of a coordinated m

ilitary action, intended as a 
signaling m

echanism
 during a crisis, or as a punitive m

easure in 
response to U

.S. actions in som
e other arena. In each case, the 

U
nited States should consider not only the potential dam

age 
and disruption caused by a cyberattack but also its broader 
effects on U

.S. actions at the tim
e it occurs. (11 pages) 
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T
ransform

ing the N
ation’s Electricity System

 the Second 
Installm

ent of the Q
uadrennial Energy R

eview
 

D
O

E 
January 6, 2017 

C
ybersecurity threats are central to the report, w

hich explores 
the benefits and risks of the increasing integration betw

een 
technology and the electric grid. T

he D
O

E report m
akes m

ore 
than 70 recom

m
endations to policym

akers, including declaring 
that the electric grid is a national security asset and deserves 
that heightened level of protection, boosting federal support to 
state efforts to reduce electricity dem

and and providing grants 
for sm

all utilities to increase grid security. (490 pages) 

Federal Efforts to Enhance G
rid R

esilience 
G

A
O

 
January 2017 

Since 2013, D
O

E, D
H

S, and FERC
 reported im

plem
enting 27 

grid resiliency efforts and identified a variety of results from
 

these efforts. T
he efforts addressed a range of threats and 

hazards—
including cyberattacks, physical attacks, and natural 

disasters—
and supported different types of activities (see table). 

These efforts also addressed each of the three federal priorities 
for enhancing the security and resilience of the electricity grid: 
(1) developing and deploying tools and technologies to enhance 
aw

areness of potential disruptions, (2) planning and exercising 
coordinated responses to disruptive events, and (3) ensuring 
actionable intelligence on threats is com

m
unicated betw

een 
governm

ent and industry in a tim
e-sensitive m

anner. (53 pages) 

G
rid Security Em

ergency O
rders: Procedures for Issuance 

D
O

E 
D

ecem
ber 7, 

2016 
D

O
E is proposing to issue procedural regulations concerning 

the Secretary of Energy’s issuance of an em
ergency order 

follow
ing the President's declaration of a G

rid Security 
Em

ergency, under the Federal Pow
er A

ct, as am
ended. N

ew
 

Section 215A
(b) authorizes the Secretary to order em

ergency 
m

easures after the President declares a grid security em
ergency. 

A
 grid security em

ergency could result from
 a physical attack, a 

cyber-attack using electronic com
m

unication or an 
electrom

agnetic pulse (EM
P), or a geom

agnetic storm
 event, 

dam
aging certain electricity infrastructure assets and im

pairing 
the reliability of the nation's pow

er grid. (8 pages) 

O
utpacing C

yber T
hreats: Priorities for C

ybersecurity at 
N

uclear Facilities 
SA

N
S Institute and 

N
uclear T

hreat Initiative 
D

ecem
ber 

2016 
A

 paper prepared for the 2016 IA
EA

 International C
onference 

on N
uclear Security exam

ines the grow
ing cyber threat to 

nuclear facilities and provides priorities for governm
ents and 

industry for protecting nuclear facilities from
 cyberattacks. (11 

pages) 
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Joint U
nited States-C

anada Electric G
rid Security and 

R
esilience Strategy 

U
.S. and C

anadian 
federal governm

ents 
D

ecem
ber 

2016 
The strategy addresses the vulnerabilities of the tw

o countries' 
respective and shared electric grid infrastructure, not only as an 
energy security concern, but for reasons of national security. 
The joint strategy relies on the existing strong bilateral 
collaboration betw

een the U
nited States and C

anada, and it 
reflects a joint com

m
itm

ent to enhance a shared approach to 
risk m

anagem
ent for the electric grid. It also articulates a 

com
m

on vision of the future electric grid that depends on 
effective and expanded collaboration am

ong those w
ho ow

n, 
operate, protect, and rely on the electric grid. Because the 
electric grid is com

plex, vital to the functioning of m
odern 

society, and dependent on other infrastructure for its function, 
the U

nited States and C
anada developed the strategy under the 

shared principle that security and resilience require increasingly 
collaborative efforts and shared approaches to risk 
m

anagem
ent. (24 pages) 

T
he Energy Sector H

4C
K

3R
 R

eport: Profiling the H
acker 

G
roups that Threaten our N

ation’s Energy Sector 
Institute for C

ritical 
Infrastructure 
Technology (IC

IT
) 

A
ugust 2016 

The report introduces the m
ost prom

inent actors and exploits, 
along w

ith hacker group profiles and choice vectors of attack 
into the conversation of energy sector resiliency to convert 
bureaucratic babble into a strategic conversation about true and 
viable security that takes into consideration the com

plete 
picture of energy sector vulnerabilities. (56 pages) 

R
evised C

ritical Infrastructure Protection R
eliability 

Standards 
FERC

 
July 29, 2016 

FERC
 directs the N

orth A
m

erican Electric Reliability 
C

orporation to develop a new
 or m

odified Reliability Standard 
that addresses supply chain risk m

anagem
ent for industrial 

control system
 hardw

are, softw
are, and com

puting and 
netw

orking services associated w
ith bulk electric system

 
operations. T

he new
 or m

odified Reliability Standard is intended 
to m

itigate the risk of a cybersecurity incident affecting the 
reliable operation of the Bulk Pow

er System
. (17 pages) 
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Program
m

able Logic C
om

puters in N
uclear Pow

er Plant 
C

ontrol System
s 

N
uclear R

egulatory 
C

om
m

ission 
June 2016 

The N
RC

 is denying a petition for rulem
aking (PRM

), filed by 
M

r. A
lan M

orris (petitioner) on M
arch 14, 2013, as 

supplem
ented m

ost recently on D
ecem

ber 19, 2013. The 
petitioner requested that the N

RC
 require that his “new

-design 
program

m
able logic com

puters [PLC
s]" be installed in the 

control system
s of nuclear pow

er plants to block m
alw

are 
attacks on the industrial control system

s of those facilities. In 
addition, the petitioner requested that nuclear pow

er plant staff 
be trained "in the program

m
ing and handling of the non-

rew
riteable m

em
ories" for nuclear pow

er plants. (4 pages) 

C
yber Security at Fuel C

ycle Facilities 
N

uclear R
egulatory 

C
om

m
ission 

A
pril 12, 2016 

The N
RC

 is m
aking available a final regulatory basis docum

ent 
to support a rulem

aking that w
ould am

end its regulations by 
adopting new

 cyber security requirem
ents for certain nuclear 

fuel cycle facility (FC
F) licensees to address safety, security, and 

safeguards. T
he N

RC
 is not seeking public com

m
ents on this 

docum
ent. T

here w
ill be an opportunity for form

al public 
com

m
ent on the proposed rule w

hen it is published in the 
Federal Register. T

he N
RC

 is m
aking docum

ents publicly available 
on the federal rulem

aking w
ebsite, w

w
w

.regulations.gov, under 
D

ocket ID
 N

RC
–2015–0179. (1 page) 

Superstorm
 Sandy: Im

plications for D
esigning a Post-C

yber 
A

ttack Pow
er R

estoration System
 - N

ational Security 
Perspective    

Johns H
opkins U

niversity 
A

pplied Physics 
Laboratory 

A
pril 2016 

The study sum
m

arizes restoration challenges posed by 
Superstorm

 Sandy and contrasts them
 w

ith those that w
ould be 

produced by a cyberattack on the grid. T
he study then exam

ines 
the im

plications of these disparate challenges for the electricity 
industry’s m

utual assistance system
 and proposes potential steps 

to build an “all-hazards” system
 that can account for the unique 

problem
s that cyberattacks w

ill create. T
he study also analyzes 

support m
issions that state and federal agencies m

ight perform
 

in response to requests for assistance from
 utilities and how

 to 
build a cyber response fram

ew
ork that can coordinate such 

requests. T
he study concludes by exam

ining how
 utilities m

ight 
prepare in advance for post-cyberattack opportunities to 
strengthen the architecture of the grid in w

ays that are not 
politically or econom

ically feasible today. (66 pages) 
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FBI C
yber Bulletin: Sm

art Farm
ing M

ay Increase C
yber 

T
argeting A

gainst U
S Food and A

griculture Sector 
FBI 

M
arch 31, 2016 

The FBI and the U
S D

epartm
ent of A

griculture (U
SD

A
) assess 

the Food and A
griculture (FA

) Sector is increasingly vulnerable 
to cyberattacks as farm

ers becom
e m

ore reliant on digitized 
data. A

lthough precision agriculture technology (a.k.a. sm
art 

farm
ing) reduces farm

ing costs and increases crop yields, 
farm

ers need to be aw
are of and understand the associated 

cyber risks to their data and ensure that com
panies entrusted 

to m
anage their data, including digital m

anagem
ent tool and 

application developers and cloud service providers, develop 
adequate cybersecurity and breach response plans. (6 pages) 

R
evised C

ritical Infrastructure Protection (C
IP) R

eliability 
Standards 

Federal Energy 
Regulatory C

om
m

ission 
(FERC

) 

January 26, 
2016 

The proposed reliability standards address the cybersecurity of 
the bulk electric system

 and im
prove upon the current 

com
m

ission-approved C
IP R

eliability Standards. In addition, the 
com

m
ission directs N

ERC
 to develop certain m

odifications to 
im

prove the C
IP R

eliability Standards. (15 pages) 

R
evised C

ritical Infrastructure Protection R
eliability 

Standards; Supplem
ental N

otice of A
genda and D

iscussion 
T

opics for Staff T
echnical C

onference 

FERC
 

D
ecem

ber 28, 
2015 

In a July 22, 2015, N
otice of Proposed R

ulem
aking (N

O
PR), 

FERC
 proposed to direct the N

ERC
 to develop new

 or 
m

odified C
IP Reliability Standards to provide security controls 

relating to supply chain risk m
anagem

ent for industrial control 
system

 hardw
are, softw

are, and services. T
he com

m
ission 

sought and received com
m

ents on this proposal. (3 pages) 

T
ransm

ission O
perations Reliability Standards and 

Interconnection R
eliability O

perations and C
oordination 

R
eliability Standards 

FERC
 

N
ovem

ber 27, 
2015 

FERC
 approves revisions to the standards developed by N

ERC
, 

w
hich the com

m
ission has certified as the Electric Reliability 

O
rganization responsible for developing and enforcing 

m
andatory reliability standards. T

he com
m

ission also directs 
N

ERC
 to m

ake three m
odifications to the standards w

ithin 18 
m

onths of the effective date of the final rule. (15 pages) 

C
yber Security Event N

otifications 
N

uclear R
egulatory 

C
om

m
ission (N

RC
) 

N
ovem

ber 2, 
2015 

This rule establishes new
 cybersecurity event notification 

requirem
ents for nuclear pow

er reactor licensees that 
contribute to the N

RC
’s analysis of the reliability and 

effectiveness of licensees' cybersecurity program
s and plays an 

im
portant role in the continuing effort to provide high 

assurance that digital com
puter and com

m
unication system

s and 
netw

orks are adequately protected against cyberattacks, up to 
and including the design basis threat. (14 pages) 
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C
ritical Infrastructure Protection: C

ybersecurity of the 
N

ation’s Electricity G
rid R

equires C
ontinued A

ttention 
G

A
O

 
O

ctober 21, 
2015 

In a 2011 report, G
A

O
 recom

m
ended that (1) N

IST im
prove its 

cybersecurity standards, (2) FERC
 assess w

hether challenges 
identified by G

A
O

 should be addressed in ongoing cybersecurity 
efforts, and (3) FERC

 coordinate w
ith other regulators to 

identify strategies for m
onitoring com

pliance w
ith voluntary 

standards. T
he agencies agreed w

ith the recom
m

endations, but 
FERC

 has not taken steps to m
onitor com

pliance w
ith voluntary 

standards. (18 pages) 

Energy D
epartm

ent Invests O
ver $34 M

illion to Im
prove 

Protection of the N
ation’s Energy Infrastructure 

D
O

E 
O

ctober 9, 
2015 

D
O

E announced m
ore than $34 m

illion for tw
o projects to 

im
prove the protection of the U

.S. electric grid and oil and 
natural gas infrastructure from

 cyber threats. The U
niversity of 

A
rkansas and the U

niversity of Illinois w
ill assem

ble team
s w

ith 
expertise in pow

er system
s engineering and the com

puter 
science of cybersecurity to develop new

 technologies to help 
protect energy delivery system

s that control the physical 
processes in delivering continuous and reliable pow

er.  

C
yber Security at C

ivil N
uclear Facilities: U

nderstanding the 
R

isk 
C

hatham
 H

ouse 
O

ctober 2015 
The risk of a serious cyberattack on civil nuclear infrastructure 
is grow

ing, as facilities becom
e ever m

ore reliant on digital 
system

s and m
ake increasing use of com

m
ercial off-the-shelf 

softw
are. T

he trend to digitization, w
hen com

bined w
ith a lack 

of executive-level aw
areness of the risks involved, m

eans that 
nuclear plant personnel m

ay not realize the full extent of their 
cyber vulnerability and are thus inadequately prepared to deal 
w

ith potential attacks. (53 pages) 

Identity and A
ccess M

anagem
ent for Electric U

tilities 
[D

RA
FT] 

N
ational Institute of 

Standards and 
Technology (N

IST) 

A
ugust 24, 

2015 
To help the energy sector address the cybersecurity challenge, 
security engineers at the N

ational C
ybersecurity C

enter of 
Excellence (N

C
C

oE) developed an exam
ple solution that 

utilities can use to m
ore securely and efficiently m

anage access 
to the netw

orked devices and facilities upon w
hich pow

er 
generation, transm

ission, and distribution depend.  
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FA
C

T SH
EET

: T
he 2015 G

-7 Sum
m

it at Schloss Elm
au, 

G
erm

any 
W

hite H
ouse 

June 8, 2015 
M

em
ber nations of the G

roup of Seven (G
-7) announced a new

 
cooperative effort to guard the energy sector from

 hackers, 
cyber spies, and other online attackers. T

he seven industrialized 
dem

ocracies w
ill exchange inform

ation on m
ethods for 

identifying cyber threats and vulnerabilities w
ithin the energy 

sector, sharing best practices, and m
aking “investm

ent in 
cybersecurity capabilities and capacity building.” See "Launching 
N

ew
 W

ork on Energy Sector C
ybersecurity" on the fact sheet.  

Energy Sector C
ybersecurity Fram

ew
ork Im

plem
entation 

G
uidance: D

raft For Public C
om

m
ent and C

om
m

ent 
Subm

ission Form
 

D
O

E O
ffice of Electricity 

D
elivery and Energy 

Reliability 

Septem
ber 12, 

2014 
Energy com

panies need not m
ake a choice betw

een the N
IST 

cybersecurity fram
ew

ork and the D
O

E’s C
ybersecurity 

C
apability M

aturity M
odel (C

2M
2). T

he N
IST fram

ew
ork tells 

organizations to grade them
selves on a four-tier scale based on 

their overall cybersecurity program
 sophistication. C

2M
2 tells 

users to assess cybersecurity control im
plem

entation across 10 
dom

ains of cybersecurity practices, such as situational 
aw

areness, according to their specific “m
aturity indicator level.” 

G
uidelines for Sm

art G
rid C

ybersecurity, Sm
art G

rid 
C

ybersecurity Strategy, A
rchitecture, and H

igh-Level 
R

equirem
ents (3 volum

es) 

N
IST

 
Septem

ber 
2014 

The three-volum
e report presents an analytical fram

ew
ork that 

organizations can use to develop effective cybersecurity 
strategies tailored to their particular com

binations of sm
art 

grid-related characteristics, risks, and vulnerabilities. 
O

rganizations in the diverse com
m

unity of sm
art-grid 

stakeholders—
from

 utilities to energy m
anagem

ent services 
providers to electric vehicles and charging stations 
m

anufacturers—
can use the report’s m

ethods and supporting 
inform

ation as guidance to assess risk and identify and apply 
appropriate security requirem

ents. The approach recognizes 
that the electric grid is changing from

 a relatively closed system
 

to a com
plex, highly interconnected environm

ent. Each 
organization’s cybersecurity requirem

ents should evolve as 
technology advances and as threats to grid security inevitably 
m

ultiply and diversify. (668 pages) 
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Securing the U
.S. Electrical G

rid: U
nderstanding the Threats 

to the M
ost C

ritical of C
ritical Infrastructure, W

hile 
Securing a C

hanging G
rid 

C
enter for the Study of 

the Presidency and 
C

ongress 

July 2014 
A

lthough the electrical grid m
odernization entails significant 

security challenges, it provides an opportunity to incorporate 
security—

both in the hardw
are and softw

are controlling these 
system

s and in the business m
odels, regulatory system

s, financial 
incentives, and insurance structures that govern the generation, 
transm

ission, and distribution of electric pow
er. The report 

seeks to identify the im
m

ediate action that can be taken by the 
W

hite H
ouse, C

ongress, and the private sector to m
itigate 

current threats to the electrical grid. (180 pages) 

Im
plem

entation Status of the Enhanced C
ybersecurity 

Services Program
 

D
H

S O
ffice of Inspector 

G
eneral 

July 2014 
The N

ational Protection Program
s D

irectorate (N
PPD

) has 
m

ade progress in expanding the Enhanced C
ybersecurity 

Services program
. A

s of M
ay 2014, 40 critical infrastructure 

entities w
ere participating in and 22 com

panies had signed 
m

em
orandum

s of agreem
ent to join the program

. A
lthough 

N
PPD

 has m
ade progress, the Enhanced C

ybersecurity Services 
program

 has been slow
 to expand because of lim

ited outreach 
and resources. In addition, cyber threat inform

ation sharing 
relies on N

PPD
’s m

anual review
s and analysis, w

hich has led to 
inconsistent cyber threat indicator quality. (23 pages) 

C
ybersecurity and C

onnecticut’s Public U
tilities 

C
onnecticut Public 

U
tilities Regulatory 

A
uthority 

A
pril 14, 2014 

The docum
ent is C

onnecticut’s cybersecurity utilities plan to 
help strengthen defense against possible future cyber threats. 
C

onnecticut is the first state to present a cybersecurity strategy 
in partnership w

ith the utilities sector and w
ill share it w

ith 
other states w

orking on sim
ilar plans. A

m
ong other findings, the 

report recom
m

ends that C
onnecticut com

m
ence self-regulated 

cyber audits and reports and m
ove tow

ard a third-party audit 
and assessm

ent system
. It also m

akes recom
m

endations 
regarding local and regional regulatory roles, em

ergency drills 
and training, em

ergency m
anagem

ent officials’ coordination, and 
confidential inform

ation handling. (31 pages) 

C
ybersecurity Procurem

ent Language for Energy D
elivery 

System
s 

D
O

E Energy Sector 
C

ontrol System
s 

W
orking G

roup 

A
pril 2014 

The guidance suggests procurem
ent strategies and contract 

language to help U
.S. energy com

panies and technology 
suppliers build in cybersecurity protections during product 
design and m

anufacturing. It w
as “developed through a public-

private w
orking group including federal agencies and private 

industry leaders.” (46 pages) 
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Internet of things: the influence of M
2M

 data on the energy 
industry 

G
igaO

m
 R

esearch 
M

arch 4, 2014 
The report exam

ines the drivers of m
achine-2-m

achine (M
2M

)-
data exploitation in the sm

art-grid sector and the oil and gas 
sector, as w

ell as the risks and opportunities for buyers and 
suppliers of the related core technologies and services. (21 
pages) 

C
ybersecurity and the N

orth A
m

erican Electric G
rid: N

ew
 

Policy A
pproaches to A

ddress an Evolving T
hreat 

Bipartisan Policy C
enter 

February 28, 
2014 

The Bipartisan Policy C
enter’s initiative identifies urgent 

priorities, including strengthening existing protections, 
enhancing coordination at all levels, and accelerating the 
developm

ent of robust protocols for response and recovery in 
the event of a successful attack. The initiative developed 
recom

m
endations in four policy areas: (1) standards and best 

practices, (2) inform
ation sharing, (3) response to a cyberattack, 

and (4) paying for cybersecurity. The recom
m

endations target 
C

ongress, federal governm
ent agencies, state public utility 

com
m

issions (PU
C

s), and industry.  

Electricity Subsector C
ybersecurity C

apability M
aturity 

M
odel (ES-C

2M
2) (C

ase Study) 
C

arnegie M
ellon 

U
niversity Softw

are 
Engineering Institute 

January 23, 
2014 

ES-C
2M

2 is a W
hite H

ouse initiative, led by D
O

E in partnership 
w

ith D
H

S and representatives of electricity subsector asset 
ow

ners and operators, to m
anage dynam

ic threats to the 
electric grid. Its objectives are to strengthen cybersecurity 
capabilities, enable consistent evaluation and benchm

arking of 
cybersecurity capabilities, and share know

ledge and best 
practices. (39 pages) 

T
he D

epartm
ent of Energy’s July 2013 C

yber Security 
Breach 

D
O

E Inspector G
eneral 

D
ecem

ber 
2013 

A
ccording to D

O
E’s inspector general, nearly eight tim

es as 
m

any current and form
er Energy D

epartm
ent staff w

ere 
affected by a July com

puter hack than w
as previously estim

ated. 
In A

ugust, D
O

E estim
ated that the hack affected roughly 14,000 

current and form
er staff, leaking personally identifiable 

inform
ation, such as Social Security num

bers, birthdays, and 
banking inform

ation. But the breach apparently affected m
ore 

than 104,000 people. (28 pages) 

Electric G
rid V

ulnerability: Industry R
esponses R

eveal 
Security G

aps 
Representative Edw

ard 
M

arkey and 
Representative H

enry 
W

axm
an  

M
ay 21, 2013 

The report found that less than one-quarter of investor-ow
ned 

utilities and less than one-half of m
unicipally and cooperatively 

ow
ned utilities follow

ed through w
ith voluntary standards 

issued by the Federal Energy Regulatory C
om

m
ission after the 

Stuxnet w
orm

 struck in 2010. (35 pages) 
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V
ersion 5 C

ritical Infrastructure Protection R
eliability 

Standards (N
otice of Proposed R

ulem
aking) 

FERC
 

A
pril 24, 2013 

FERC
 proposes to approve N

ERC
’s Version 5 C

ritical 
Infrastructure Protection (C

IP) R
eliability Standards, C

IP-002-5 
through C

IP-011-1. T
he proposed reliability standards, w

hich 
pertain to the cybersecurity of the bulk electric system

, are an 
im

provem
ent over the current com

m
ission-approved C

IP 
Reliability Standards because they adopt new

 cybersecurity 
controls and extend the scope of the system

s that are 
protected by the existing standards. (18 pages) 

T
errorism

 and the Electric Pow
er D

elivery System
 

N
ational A

cadem
ies of 

Science (N
A

S) 
N

ovem
ber 

2012 
Focuses on m

easures that could m
ake the electric pow

er 
delivery system

 less vulnerable to attacks, restore pow
er faster 

after an attack, and m
ake critical services less vulnerable w

hen 
delivery of conventional electric pow

er has been disrupted. 
(146 pages) 

C
anvassing the T

argeting of Energy Infrastructure: T
he 

Energy Infrastructure A
ttack D

atabase 
Journal of Energy Security  

A
ugust 7, 2012 

The Energy Infrastructure A
ttack D

atabase (EIA
D

) is a 
noncom

m
ercial dataset that structures inform

ation on reported 
(crim

inal and political) attacks to the energy infrastructure 
w

orldw
ide by nonstate actors since 1980.The objective of EIA

D
 

w
as to develop a product that could be broadly accessible and 

connect to existing available resources. (8 pages) 

Sm
art G

rid C
ybersecurity: Job Perform

ance M
odel R

eport 
Pacific N

orthw
est 

N
ational Laboratory 

A
ugust 2012 

The report outlines the w
ork done to develop a sm

art-grid 
cybersecurity certification. T

he prim
ary purpose w

as to develop 
a m

easurem
ent m

odel that m
ay be used to guide curriculum

, 
assessm

ents, and other developm
ent of technical and 

operational sm
art-G

rid cybersecurity know
ledge, skills, and 

abilities. (178 pages) 

Sm
art-G

rid Security 
C

enter for 
Infrastructure Protection 
and H

om
eland Security, 

G
eorge M

ason School of 
Law

  

A
ugust 2012 

H
ighlights the significance of and the challenges w

ith securing 
the sm

art grid. (26 pages) 

C
ybersecurity: C

hallenges in Securing the Electricity G
rid  

G
A

O
 

July 17, 2012 
In a prior report, G

A
O

 m
ade recom

m
endations related to 

electricity grid m
odernization efforts, including developing an 

approach to m
onitor com

pliance w
ith voluntary standards. 

These recom
m

endations have not yet been im
plem

ented. (25 
pages) 
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T
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D

ate 
N

otes 

Energy D
epartm

ent D
evelops T

ool w
ith Industry to H

elp 
U

tilities Strengthen Their C
ybersecurity C

apabilities 
D

O
E 

June 28, 2012 
The C

ybersecurity Self-Evaluation T
ool uses best practices 

developed for the Electricity Subsector C
ybersecurity C

apability 
M

aturity M
odel Initiative, w

hich involved a series of w
orkshops 

w
ith the private sector to draft a m

aturity m
odel that can be 

used throughout the electric sector to better protect the grid. 

C
ybersecurity R

isk M
anagem

ent Process (Electricity 
Subsector) 

D
O

E O
ffice of Electricity 

D
elivery and Energy 

Reliability 

M
ay 2012 

The guideline describes a risk-m
anagem

ent process targeted to 
the specific needs of electricity-sector organizations. Its 
objective w

as to build upon existing guidance and requirem
ents 

to develop a flexible risk-m
anagem

ent process tuned to the 
diverse m

issions, equipm
ent, and business needs of the electric 

pow
er industry. (96 pages) 

C
ybersecurity: C

hallenges to Securing the M
odernized 

Electricity G
rid 

G
A

O
 

February 28, 
2012 

A
s G

A
O

 reported in January 2011, securing sm
art grid system

s 
and netw

orks present a num
ber of key challenges that require 

attention by governm
ent and industry. G

A
O

 m
ade several 

recom
m

endations to the Federal Energy Regulatory 
C

om
m

ission aim
ed at addressing these challenges. T

he 
com

m
ission agreed w

ith these recom
m

endations and described 
steps it is taking to im

plem
ent them

. (19 pages) 

IC
T A

pplications for the Sm
art G

rid: O
pportunities and 

Policy Im
plications 

O
rganization for 

Econom
ic C

o-operation 
and D

evelopm
ent 

(O
EC

D
) 

January 10, 
2012 

The report discusses “sm
art” applications of inform

ation and 
com

m
unication technologies (IC

Ts) for m
ore sustainable energy 

production, m
anagem

ent, and consum
ption. It outlines policy 

im
plications for governm

ent m
inistries dealing w

ith 
telecom

m
unications regulation, IC

T sector and innovation 
prom

otion, and consum
er and com

petition issues. (44 pages) 

T
he Future of the Electric G

rid 
M

assachusetts Institute 
of T

echnology (M
IT) 

D
ecem

ber 5, 
2011 

C
hapter 1 provides an overview

 of the status of the electric 
grid, the challenges and opportunities it faces, and m

ajor 
recom

m
endations. T

o facilitate selective reading, detailed 
descriptions of the contents of each section in C

hapters 2-9 are 
provided in each chapter’s introduction, and recom

m
endations 

are collected and briefly discussed in each chapter’s final 
section. (See C

hapter 9, “D
ata C

om
m

unications, C
ybersecurity, 

and Inform
ation Privacy,” pages 208-234). (39 pages) 
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T
itle 

Source  
D

ate 
N

otes 

Electricity G
rid M

odernization: Progress Being M
ade on 

C
ybersecurity G

uidelines, but K
ey C

hallenges Rem
ain to be 

A
ddressed 

G
A

O
 

January 12, 
2011 

G
A

O
 recom

m
ended that “to reduce the risk that N

IST’s sm
art 

grid cybersecurity guidelines w
ill not be as effective as intended, 

the Secretary of C
om

m
erce should direct the D

irector of N
IST 

to finalize the agency’s plan for updating and m
aintaining the 

cybersecurity guidelines, including ensuring it incorporates (1) 
m

issing key elem
ents identified in this report, and (2) specific 

m
ilestones for w

hen efforts are to be com
pleted. A

lso, as a part 
of finalizing the plan, the Secretary of C

om
m

erce should direct 
the D

irector of N
IST to assess w

hether any cybersecurity 
challenges identified in this report should be addressed in the 
guidelines.” (50 pages) 

N
IST Finalizes Initial Set of Sm

art G
rid C

yber Security 
G

uidelines 
N

IST
 

Septem
ber 2, 

2010 
N

IST released a three-volum
e set of recom

m
endations relevant 

to securing the sm
art grid. T

he guidelines address a variety of 
topics, including high-level security requirem

ents, a risk 
assessm

ent fram
ew

ork, an evaluation of residential privacy 
issues, and recom

m
endations for protecting the evolving grid 

from
 attacks, m

alicious code, cascading errors, and other 
threats.  

N
ST

B A
ssessm

ents Sum
m

ary Report: C
om

m
on Industrial 

C
ontrol System

 C
yber Security W

eaknesses 
D

O
E, Idaho N

ational 
Laboratory 

M
ay 2010 

The report by the N
ational Supervisory C

ontrol and D
ata 

A
cquisition System

s (SC
A

D
A

) Test Bed (N
STB) program

 notes 
that com

puter netw
orks controlling the electric grid are 

plagued w
ith security holes that could allow

 intruders to 
redirect pow

er delivery and steal data. M
any of the security 

vulnerabilities are strikingly basic and fixable problem
s. (123 

pages) 

21 Steps to Im
prove C

yber Security of SC
A

D
A

 N
etw

orks 
D

O
E, Infrastructure 

Security and Energy 
Restoration 

January 1, 2007 
The President’s C

ritical Infrastructure Protection Board and 
D

O
E have developed steps to help any organization im

prove 
the security of its SC

A
D

A
 netw

orks. The steps are divided into 
tw

o categories: (1) specific actions to im
prove im

plem
entation 

and (2) actions to establish essential underlying m
anagem

ent 
processes and policies. (10 pages) 

Source: H
ighlights com

piled by C
RS from

 the reports. 
N

ote: Page counts are docum
ents; other cited resources are w

ebpages. 
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Table 3. Financial Industry Sector 
(includes banks, insurance, SEC

 guidance, FFIEC
, FD

IC
, FSO

C
, IR

S)  

T
itle 

Source 
D

ate 
N

otes 

C
ybersecurity Fraud 

A
m

erican Bankers 
A

ssociation (A
BA

) 
C

ontinuously 
U

pdated 
A

BA
 offers resources to help banks prevent, identify, m

easure, and 
report fraud, and to serve and protect consum

ers and their financial 
data. 

A
ppendix J: Strengthening the R

esilience of O
utsourced 

T
echnology Services 

Federal Financial 
Institutions 
Exam

ination C
ouncil 

(FFIEC
) 

C
ontinuously 

U
pdated 

The increasing sophistication and volum
e of cyber threats and their 

ability to disrupt operations or corrupt data can affect the business 
resilience of financial institutions and technology service providers 
(TSPs). Financial institutions and their T

SPs need to incorporate the 
potential im

pact of a cyber event into their business continuity 
planning (BC

P) process and ensure appropriate resilience capabilities 
are in place. The changing cyber threat landscape m

ay include risks 
that m

ust be m
anaged to achieve resilience.  

IC
BA

 D
ata Breach T

oolkit   
Independent 
C

om
m

unity Bankers 
of A

m
erica (IC

BA
) 

C
ontinuously 

U
pdated 

IC
BA

 and Visa have team
ed up to bring a special com

m
unications 

toolkit to com
m

unity banks. T
he com

prehensive com
m

unications 
guide gives com

m
unity banks the m

eans to com
m

unicate w
ith card 

custom
ers and the m

edia w
ithin 24 hours of a data com

prom
ise. The 

toolkit includes a brochure on com
m

unications best practices 
follow

ing a data breach and custom
izable tem

plate m
aterials, such as 

cardholder letters, statem
ent inserts, FA

Q
s, and m

edia statem
ents.  

Financial Services Inform
ation Sharing &

 A
nalysis C

enter 
(FS-ISA

C
) 

FS-ISA
C

 
C

ontinuously 
U

pdated 
The Financial Services Inform

ation Sharing and A
nalysis C

enter, FS-
ISA

C
, is the global financial industry’s go to resource for cyber and 

physical threat intelligence analysis and sharing. FS-ISA
C

 is unique in 
that it w

as created by and for m
em

bers and operates as a m
em

ber-
ow

ned nonprofit entity. 

PureFunds ISE C
yber Security ETF 

PureFunds 
C

ontinuously 
U

pdated 
The Exchange T

raded Fund (ETF) w
ill invest in com

panies that 
develop products or provide services tied to m

alw
are protection. A

s 
concerns over cyberattacks grow

, the industry for protecting against 
unauthorized breaches w

ill expand. T
he fund seeks to provide 

investm
ent results that, before fees and expenses, correspond 

generally to the price and yield perform
ance of the ISE C

yber 
Security Index. 
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T
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D

ate 
N

otes 

T
ow

ard a G
lobal N

orm
 A

gainst M
anipulating the 

Integrity of Financial D
ata 

C
arnegie C

yber Policy 
Initiative 

M
arch 28, 

2017 
The paper proposes that the G

20 heads of state should explicitly 
com

m
it not to m

anipulate the integrity of data and algorithm
s of 

financial institutions and to cooperate w
hen such incidents occur. (20 

pages) 

D
em

ystifying cyber insurance 
D

eloitte U
niversity 

Press 
February 23, 
2017 

O
rganizations continue to invest heavily in cybersecurity efforts to 

safeguard them
selves against threats, but far few

er have signed on for 
cyber insurance to protect their firm

s after an attack. W
hy not? 

W
hat roadblocks exist, and w

hat steps could the industry take to 
help clear them

? (24 pages) 

M
apping the G

lobal Legal Landscape of Blockchain 
T

echnologies 
M

ax Planck Institute 
for C

om
parative 

Public Law
 &

 
International Law

; 
C

entre for 
International 
G

overnance 
Innovation 

February 14, 
2017 

Blockchain technologies are beginning to push a broad array of global 
econom

ic activities aw
ay from

 centralized and tow
ard decentralized 

m
arket structures. G

overnm
ents should tackle the new

 regulatory 
conundrum

s of an increasingly disinterm
ediated global econom

y by 
focusing on blockchain’s individual use cases rather than its 
underlying enabling technologies. G

rouping the know
n use cases 

around com
m

on characteristics reveals three broad categories of 
blockchain/law

 interfaces: the green box, the dark box, and the 
sandbox. Each raises distinctive legal, regulatory, and policy challenges 
deserving of separate analysis. (15 pages) 

2016 Financial Stability R
eport 

O
ffice of Financial 

Research 
D

ecem
ber 12, 

2016 
The report focuses on assessm

ent and m
onitoring, w

ith a deep 
analysis of threats to financial stability and identifies four key risk 
areas, am

ong them
: C

ybersecurity incidents—
financial institutions are 

vulnerable to cybersecurity threats because they are entw
ined in 

com
plex netw

orks that rely on electronic transactions. T
hree 

possible risks to financial stability are lack of substitutability, or the 
ability of the financial system

 to replace lost services; loss of 
confidence in financial institutions; and im

pact on data integrity. (124 
pages) 
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D
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N
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Joint Industry Plan; O
rder A

pproving the N
ational 

M
arket System

 Plan G
overning the C

onsolidated A
udit 

T
rail  

SEC
 

N
ovem

ber 23, 
2016 

“In response to the several com
m

enters that discussed issues 
surrounding the cost of a breach, including w

hich parties should bear 
the cost of a breach, and w

hether the Plan Processor, the 
Participants and the C

om
m

ission should indem
nify the broker-

dealers from
 all liability in the event of a breach that is no fault of the 

broker, the C
om

m
ission notes that the Plan requires that the Plan 

Processor’s cyber incident response plan m
ust address insurance 

issues related to security breaches and that as part of the discussions 
on insurance coverage and liability, further detail about the 
distribution of costs w

ill be undertaken. T
he C

om
m

ission believes 
that it is reasonable to require, at this stage, that the cyber incident 
response plan outline the key areas of breach m

anagem
ent that m

ust 
be addressed by the Plan Processor; further details on the breach 
m

anagem
ent protocols, including details about w

ho m
ight bear the 

cost of a breach and under w
hat specific circum

stances, w
ill follow

 
once the Plan Processor is selected.” (340 pages) 

C
reating a Federally Sponsored C

yber Insurance 
Program

 
C

ouncil on Foreign 
Relations 

N
ovem

ber 
2016 

The report recom
m

ends that a federally sponsored cyber insurance 
program

 should use the prom
ise of lim

ited financial liability to 
prom

ote participation in initiatives that benefit Internet security as a 
w

hole and reduce system
ic risk. Initially, the governm

ent’s goal 
should be to use the program

 to prom
ote data sharing of incidents 

so that insurers can accurately price risk and set prem
ium

s. D
oing so 

could provide the data necessary to judge the effectiveness of 
existing best practices and identify new

 practices that should be 
w

idely adopted. (6 pages) 

Enhanced C
yber R

isk M
anagem

ent Standards 
Federal R

eserve, 
C

om
ptroller of the 

C
urrency, FD

IC
 

O
ctober 26, 

2016 
The agencies are considering applying the enhanced standards to 
depository institutions and depository institution holding com

panies 
w

ith total consolidated assets of $50 billion or m
ore, the U

.S. 
operations of foreign banking organizations w

ith total U
.S. assets of 

$50 billion or m
ore, and financial m

arket infrastructure com
panies 

and nonbank financial com
panies supervised by the Federal R

eserve 
Board. T

he proposed enhanced standards w
ould not apply to 

com
m

unity banks. (12 pages) 
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T
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D

ate 
N

otes 

System
 Safeguards Testing R

equirem
ents 

C
om

m
odity Futures 

Trading C
om

m
ission 

(C
FTC

) 

Septem
ber 19, 

2016 
The C

FTC
 is adopting final rules am

ending its current system
 

safeguards rules for designated contract m
arkets, sw

ap execution 
facilities, and sw

ap data repositories, by enhancing and clarifying 
current provisions relating to system

 safeguards risk analysis and 
oversight and cybersecurity testing, and adding new

 provisions 
concerning certain aspects of cybersecurity testing. (49 pages) 

System
 Safeguards Testing R

equirem
ents for D

erivatives 
C

learing O
rganizations 

C
FTC

 
Septem

ber 19, 
2016 

The C
FTC

 Is adopting enhanced requirem
ents for testing by a 

derivatives clearing organization (D
C

O
) of its system

 safeguards, as 
w

ell as additional am
endm

ents to reorder and renum
ber certain 

paragraphs w
ithin the regulations and m

ake other m
inor changes to 

im
prove the clarity of the rule text. (20 pages) 

Science, Space, and T
echnology C

om
m

ittee’s 
Investigation of FD

IC
’s C

ybersecurity 
H

ouse Science, Space, 
and T

echnology 
C

om
m

ittee (Staff 
Report) 

July 12, 2016 
A

ccording to congressional investigators, the C
hinese governm

ent 
hacked into 12 com

puters and 10 backroom
 servers at the FD

IC
, 

including the personal com
puters of the agency's top officials: the 

FD
IC

 chairm
an, his chief of staff, and the general counsel. W

hen 
congressional investigators tried to review

 the FD
IC

's cybersecurity 
policy, the agency hid the hack, according to the report. (25 pages) 

 A
dviser Business C

ontinuity and T
ransition Plans 

(Proposed R
ule) 

Securities and 
Exchange C

om
m

ission 
(SEC

) 

July 5, 2016 
The proposed rule w

ould require SEC
-registered investm

ent advisers 
to adopt and im

plem
ent w

ritten business continuity and transition 
plans reasonably designed to address operational and other risks 
related to a significant disruption in the investm

ent adviser’s 
operations. T

he proposal w
ould also am

end rule 204-2 under the 
A

dvisers A
ct to require SEC

-registered investm
ent advisers to m

ake 
and keep all business continuity and transition plans that are 
currently in effect or at any tim

e w
ithin the past five years w

ere in 
effect. (27 pages) 

FD
IC

 Im
plem

ented C
ontrols over Financial System

s, but 
Further Im

provem
ents are N

eeded 
G

A
O

 
June 29, 2016 

G
A

O
 assessed the effectiveness of the FD

IC
’s controls in protecting 

the confidentiality, integrity, and availability of its financial system
s and 

inform
ation. T

o do so, G
A

O
 exam

ined security policies, procedures, 
reports, and other docum

ents; tested controls over key financial 
applications; and interview

ed FD
IC

 personnel. (29 pages) 
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T
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D
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N
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G
uidance on C

yber R
esilience for Financial M

arket 
Infrastructures 

Bank for International 
Settlem

ents and 
O

IC
U

-IO
SC

O
 

June 2016 
The C

yber G
uidance requires FM

Is to instill a culture of cyber risk 
aw

areness and to dem
onstrate ongoing re-evaluation and 

im
provem

ent of their cyber resilience posture at every level w
ithin 

the organization. T
he C

yber G
uidance does not establish additional 

standards for FM
Is beyond those already set out in the Principles for 

Financial M
arket Infrastructures (PFM

I). Instead, the docum
ent is 

intended to be supplem
ental to the PFM

I, prim
arily in the context of 

governance (Principle 2), the fram
ew

ork for the com
prehensive 

m
anagem

ent of risks (Principle 3), settlem
ent finality (Principle 8), 

operational risk (Principle 17), and FM
I links (Principle 20). (32 pages) 

C
yber-R

elated Sanctions R
egulations   

Treasury D
epartm

ent 
O

ffice of Foreign 
A

ssets C
ontrol 

(O
FA

C
) 

D
ecem

ber 31, 
2015 

O
FA

C
 is issuing regulations to im

plem
ent Executive O

rder 13694, 
“Blocking the Property of C

ertain Persons Engaging in Significant 
M

alicious C
yber-Enabled A

ctivities,” A
pril 1, 2015. O

FA
C

 intends to 
supplem

ent part 578 w
ith a m

ore com
prehensive set of regulations, 

w
hich m

ay include additional interpretive and definitional guidance 
and additional general licenses and statem

ents of licensing policy. (8 
pages) 

T
ransfer A

gent R
egulations 

SEC
 

D
ecem

ber 31, 
2015 

See Part E. C
ybersecurity, Inform

ation T
echnology, and R

elated 
Issues. “C

ybersecurity risks faced by the capital m
arkets and 

C
om

m
ission-regulated entities are of particular concern to the 

C
om

m
ission. G

iven the highly-dependent, interconnected nature of 
the U

.S. capital m
arkets and financial infrastructure, including the 

N
ational C

&
S System

, as w
ell as the prevalence of electronic book-

entry securities holdings in that system
, the C

om
m

ission has a 
significant interest in addressing the substantial risks of m

arket 
disruptions and investor harm

 posed by cybersecurity issues. 
Transfer agents are subject to m

any of the sam
e risks of data system

 
breach or failure that other m

arket participants face.” (58 pages) 

System
 Safeguards Testing R

equirem
ents 

C
om

m
odity Futures 

Trading C
om

m
ission 

(C
FTC

) 

D
ecem

ber 23, 
2015 

The C
FTC

 is am
ending its system

 safeguards rules for designated 
contract m

arkets, sw
ap execution facilities, and sw

ap data 
repositories by (1) enhancing and clarifying existing provisions related 
to system

 safeguards risk analysis, oversight, and cybersecurity testing 
and (2) adding new

 provisions concerning certain aspects of 
cybersecurity testing. (53 pages) 
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T
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D
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N
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FFIEC
 R

eleases Statem
ent on C

yber A
ttacks Involving 

Extortion 
FFIEC

 
N

ovem
ber 3, 

2015 
FFIEC

 released a statem
ent describing steps financial institutions can 

take to respond to cyberattacks involving extortion. T
he statem

ent 
highlights resources institutions can use to m

itigate the risks posed 
by such attacks. (3 pages) 

C
ybersecurity: Bank and O

ther D
epository R

egulators 
N

eed Better D
ata A

nalytics and D
epository Institutions 

W
ant M

ore U
sable Threat Inform

ation 

G
A

O
 

July 2, 2015 
The report’s objectives include exam

ining (1) how
 regulators oversee 

institutions' efforts to m
itigate cyber threats, and (2) sources of and 

efforts by agencies to share cyber threat inform
ation. G

A
O

 collected 
and analyzed cyber security studies from

 private-sector sources and 
review

ed m
aterials from

 selected IT exam
inations (based on 

regulator, institution size, and risk level). G
A

O
 also held three 

forum
s w

ith m
ore than 50 m

em
bers of financial institution industry 

associations w
ho provided opinions on cyber threat inform

ation 
sharing. G

A
O

 recom
m

ended that C
ongress consider granting N

C
U

A
 

authority to exam
ine third-party technology service providers for 

credit unions and regulators explore w
ays to better collect and 

analyze data on trends in IT exam
ination findings across institutions. 

(73 pages) 

2015 A
nnual R

eport 
Financial Stability 
O

versight C
ouncil 

(FSO
C

) 

A
pril 25, 2015 

U
nder the D

odd-Frank A
ct, FSO

C
 m

ust report annually to C
ongress 

on a range of issues, including significant financial m
arket and 

regulatory developm
ents and potential em

erging threats to the 
financial stability of the U

nited States. FSO
C

’s recom
m

endations 
address heightened risk m

anagem
ent and supervisory attention to 

operational risks, including cybersecurity and infrastructure. (150 
pages) 

N
ational C

ybersecurity C
enter of Excellence A

ccess 
R

ights M
anagem

ent U
se C

ase for the Financial Services 
Sector 

N
IST

 
A

pril 3, 2015 
N

IST is canvassing for technologies the financial-services sector could 
use to unify disparate com

puter logon system
s. A

s part of the 
agency’s N

ational C
ybersecurity C

enter of Excellence ongoing w
ork, 

the goal is for the center to review
 technologies that can create a 

unified “com
prehensive identity and access m

anagem
ent system

” that 
w

ill stream
line the task of m

ultiple applications and autom
atically 

m
onitor activity. (3 pages) 
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D
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N
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C
ybersecurity G

uidance 
SEC

 
A

pril 2015 
The SEC

’s D
ivision of Investm

ent M
anagem

ent guidance states that 
an investm

ent fund that cannot repay shareholders because of a 
cyberattack risks violating federal securities law

s. T
he guidance 

recom
m

ends that advisors and funds conduct periodic assessm
ents, 

have a cybersecurity strategy, and have w
ritten policies and 

procedures to m
itigate cyberattacks. (6 pages) 

C
ybersecurity Exam

ination Sw
eep Sum

m
ary   

SEC
 

February 3, 
2015 

The SEC
 published findings from

 an assessm
ent of m

ore than 100 
broker-dealers and investm

ent advisers initiated in A
pril 2014. M

ore 
than 90%

 of broker firm
s and 80%

 of advisers had w
ritten 

inform
ation security policies, w

ith m
ost of brokerages and just over 

half of advisers conducting audits. But less than one-third of 
brokerages and one-fifth of advisers include w

ritten policies about 
responsibilities for client loss in the event of a cyber incident. In 
addition, although 84%

 of broker-dealers applied risk assessm
ents to 

their vendors, only 32%
 of advisers did. (7 pages)  

A
nnual A

ssessm
ent of the Internal R

evenue Service’s 
Inform

ation T
echnology Program

 
D

epartm
ent of 

Treasury Inspector 
G

eneral for T
ax 

A
dm

inistration 

Septem
ber 30, 

2014 
The report identifies a list of security w

eaknesses in the Internal 
Revenue Service’s (IRS’s) system

s that support the A
ffordable C

are 
A

ct. The security control w
eaknesses could affect the IRS's ability to 

reliably process insurers’ and drug com
panies’ reports electronically. 

(45 pages) 

O
C

C
 G

uidelines Establishing H
eightened Standards for 

C
ertain Large Insured N

ational Banks, Insured Federal 
Savings A

ssociations, and Insured Federal Branches; 
Integration of R

egulations 

Treasury 
Septem

ber 11, 
2014 

Interagency guidelines establishing inform
ation security standards for 

national banks, federal branches and agencies of foreign banks, and 
any subsidiaries of such entities (except brokers, dealers, persons 
providing insurance, investm

ent com
panies, and investm

ent advisers). 
(33 pages) 

T
hird-Party Security A

ssurance Inform
ation Supplem

ent 
Paym

ent C
ard 

Industry (PC
I) 

Security Standards 
C

ouncil 

A
ugust 7, 2014 

The PC
I Security Standards C

ouncil has created guidelines m
eant to 

help banks and m
erchants m

itigate the risks posed by third parties 
that process credit card paym

ent inform
ation. T

he guidance includes 
practical recom

m
endations on how

 to conduct due diligence and risk 
assessm

ent w
hen engaging third-party service providers to help 

organizations understand the services provided.  
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T
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D
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N

otes 

O
C

IE C
ybersecurity Initiative 

SEC
 

A
pril 15, 2014 

The SEC
’s O

ffice of C
om

pliance Inspections and Exam
inations 

(O
C

IE) w
ill be conducting exam

inations of m
ore than 50 registered 

broker-dealers and registered investm
ent advisers, focusing on the 

entity’s cybersecurity governance; identification and assessm
ent of 

cybersecurity risks; protection of netw
orks and inform

ation; risks 
associated w

ith rem
ote custom

er access and funds transfer requests; 
risks associated w

ith vendors and other third parties; detection of 
unauthorized activity; and experiences w

ith certain cybersecurity 
threats. (9 pages) 

Self-Regulatory O
rganizations; C

hicago Board O
ptions 

Exchange, Incorporated; N
otice of W

ithdraw
al of 

Proposed R
ule C

hange R
elating to M

ulti-C
lass Spread 

O
rders 

SEC
 

February 24, 
2014 

The SEC
 solicited com

m
ents on proposed am

endm
ents to the 

Financial Industry R
egulatory A

uthority’s (FIN
RA

’s) arbitration codes 
to ensure that parties’ private inform

ation, such as Social Security 
and financial account num

bers, are redacted to include only the last 
four digits of the num

ber. T
he proposed am

endm
ents w

ould apply 
only to docum

ents filed w
ith FIN

RA
. T

hey w
ould not apply to 

docum
ents that parties exchange w

ith each other or subm
it to the 

arbitrators at a hearing on the m
erits. (1 page) 

C
ybersecurity Exercise: Q

uantum
 D

aw
n 2 

Securities Industry and 
Financial M

arkets 
A

ssociation (SIFM
A

) 

O
ctober 21, 

2013 
Q

uantum
 D

aw
n 2 is a cybersecurity exercise to test incident 

response, resolution, and coordination processes for the financial 
services sector and the individual m

em
ber firm

s to a street-w
ide 

cyberattack.  

FFIEC
 Form

s C
ybersecurity and C

ritical Infrastructure 
W

orking G
roup 

FFIEC
 

June 6, 2013 
FFIEC

 form
ed a w

orking group to further prom
ote coordination 

across federal and state banking regulatory agencies on critical 
infrastructure and cybersecurity issues. (2 pages) 

Identity Theft R
ed Flags Rules 

C
FTC

 
A

pril 19, 2013 
The joint final rule and guidelines require financial institutions and 
creditors to develop and im

plem
ent a w

ritten identity theft 
prevention program

 designed to detect, prevent, and m
itigate identity 

theft in connection w
ith certain existing accounts or the opening of 

new
 accounts. T

he rules include guidelines to assist entities in the 
form

ulation and m
aintenance of program

s that w
ould satisfy the 

requirem
ents of the rules. (30 pages) 
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D

ate 
N
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R
egulation System

s C
om

pliance and Integrity 
SEC

 
M

arch 25, 
2013 

The SEC
 exam

ined the exposure of stock exchanges, brokerages, and 
other W

all Street firm
s to cyberattacks. T

he proposed rule asked 
w

hether stock exchanges should be required to inform
 m

em
bers 

about breaches of critical system
s. M

ore than half of exchanges 
surveyed globally in 2012 said they had experienced a cyberattack, 
and 67%

 of U
.S. exchanges said hackers tried to penetrate their 

system
s. (104 pages) 

C
ybersecurity: C

F D
isclosure G

uidance: T
opic N

o. 2  
SEC

 
O

ctober 13, 
2011 

The guidance presents the view
s of the D

ivision of C
orporation 

Finance regarding “disclosure obligations relating to cybersecurity 
risks and cyber incidents.” It is not a rule, regulation, or statem

ent of 
the SEC

, and the com
m

ission has neither approved nor disapproved 
its content.  

Partnership for C
ybersecurity Innovation 

W
hite H

ouse O
ffice 

of Science and 
Technology Policy 

D
ecem

ber 6, 
2010 

The O
bam

a A
dm

inistration released a m
em

orandum
 of 

understanding signed by D
O

C
’s N

IST, D
H

S’s Science and T
echnology 

D
irectorate (D

H
S/S&

T
), and the Financial Services Sector 

C
oordinating C

ouncil (FSSC
C

). T
he goal of the agreem

ent w
as to 

speed up the com
m

ercialization of cybersecurity research 
innovations that support the nation’s critical infrastructures. (4 pages) 

Source: H
ighlights com

piled by C
RS from

 the reports 
N

ote: Page counts are docum
ents; other cited resources are w

ebpages. Table 4. H
ealth Sector 

(includes H
ealthcare.gov, health insurance, M

edicaid, m
edical devices) 

T
itle 

Source 
D

ate 
N

otes 

H
H

S Breach Portal: Breaches A
ffecting 500 or M

ore 
Individuals 

H
ealth and H

um
an 

Services (H
H

S) 
C

ontinuously 
U

pdated 
A

s required by Section 13402(e)(4) of the H
ITEC

H
 A

ct (P.L. 111-
5), the H

H
S Secretary m

ust post a list of breaches of unsecured 
protected health inform

ation affecting 500 or m
ore individuals. 

These breaches are now
 posted in a new

, m
ore accessible form

at 
that allow

s users to search and sort the posted breaches. 
A

dditionally, the new
 form

at includes brief sum
m

aries of breach 
cases that optical character recognition (O

C
R

) has investigated and 
closed, as w

ell as the nam
es of private practice providers that have 

reported breaches of unsecured protected health inform
ation to 

the Secretary.  
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T
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D
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N

otes 

G
uidance: Postm

arket M
anagem

ent of C
ybersecurity in 

M
edical D

evices 
FD

A
 

D
ecem

ber 28, 
2016 

The guidance inform
s industry and FD

A
 staff of the agency’s 

recom
m

endations for m
anaging postm

arket cybersecurity 
vulnerabilities for m

arketed m
edical devices. It clarifies FD

A
's 

postm
arket recom

m
endations w

ith regard to addressing 
cybersecurity vulnerabilities and em

phasizes that m
anufacturers 

should m
onitor, identify, and address cybersecurity vulnerabilities 

and exploits as part of the postm
arket m

anagem
ent of their m

edical 
devices. (2 pages) 

Precision M
edicine Initiative: D

ata Security Policy Principles 
and Fram

ew
ork 

W
hite H

ouse 
M

ay 25, 2016 
Personalized treatm

ent for patients is the end-goal of the W
hite 

H
ouse’s Precision M

edicine Initiative, a $215 m
illion program

 
launched last year. But that data, w

hich m
ight include details about 

insurance claim
s, dem

ographics, genom
ic and biological 

characteristics, and inform
ation transm

itted from
 sm

artphones or 
im

plantable devices, needs to be highly secured. (10 pages) 

N
C

C
oE W

ireless M
edical Infusion Pum

ps U
se C

ase for the 
H

ealth C
are Sector 

N
ational Institute of 

Standards and 
Technology (N

IST) 

January 25, 
2016 

N
IST invites organizations to provide products and technical 

expertise to support and dem
onstrate security platform

s for the 
W

ireless M
edical Infusion Pum

ps use case for the health care 
sector. The notice is the initial step for the N

ational C
ybersecurity 

C
enter of Excellence (N

C
C

oE) in collaborating w
ith technology 

com
panies to address cybersecurity challenges identified under the 

H
ealth C

are Sector program
. (3 pages) 

Postm
arket M

anagem
ent of C

ybersecurity in M
edical 

D
evices: D

raft G
uidance for Industry and Food and D

rug 
A

dm
inistration Staff 

Food and D
rug 

A
dm

inistration (FD
A

) 
January 22, 
2016 

The guidance clarifies FD
A

’s postm
arket recom

m
endations and 

em
phasizes that m

anufacturers should m
onitor, identify, and 

address cybersecurity vulnerabilities and exploits as part of their 
postm

arket m
anagem

ent of m
edical devices. For the m

ajority of 
cases, actions taken by m

anufacturers to address cybersecurity 
vulnerabilities and exploits are considered “cybersecurity routine 
updates or patches,” for w

hich the FD
A

 does not require advance 
notification or reporting under 21 C

.F.R. 806. For a sm
all subset of 

cybersecurity vulnerabilities and exploits that m
ay com

prom
ise the 

essential clinical perform
ance of a device and present a reasonable 

probability of serious adverse health consequences or death, the 
FD

A
 w

ould require m
edical device m

anufacturers to notify the 
A

gency. (25 pages) 
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T
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D

ate 
N

otes 

2015 Protected H
ealth Inform

ation D
ata Breach R

eport 
(PH

ID
BR)  

Verizon 
D

ecem
ber 15, 

2015 
The study shed light on the problem

 of m
edical data loss—

how
 it is 

disclosed, w
ho is causing it, and w

hat can be done to com
bat it. 

Reportedly, 90%
 of industries have experienced a PH

I breach. Since 
2009, half of the U

.S. population has been affected by PH
I breaches. 

(34 pages) 

Fifth A
nnual Benchm

ark Study on Privacy and Security of 
H

ealthcare D
ata 

Ponem
on Institute 

M
ay 2015 

Reportedly a rise in cyberattacks against doctors and hospitals is 
costing the U

.S. health care system
 $6 billion a year as organized 

crim
inals w

ho once targeted retailers and financial firm
s 

increasingly go after m
edical records. C

rim
inal attacks are up 125%

 
com

pared w
ith replacing lost laptops as the leading threat five years 

ago. T
he study also found m

ost organizations are unprepared to 
address new

 threats and lack adequate resources to protect patient 
data. (7 pages) 

C
ontent of Prem

arket Subm
issions for M

anagem
ent of 

C
ybersecurity in M

edical D
evices 

FD
A

 
O

ctober 1, 
2014 

The guidance, first issued as a draft in June 2013, instructs 
m

anufactures to “develop a set of cybersecurity controls.” It also 
instructs m

anufactures to consider follow
ing the core functions of 

the N
IST cybersecurity fram

ew
ork, a m

odel for cybersecurity 
activities: identify, protect, detect, respond, and recover. (9 pages) 

C
ollaborative A

pproaches for M
edical D

evice and 
H

ealthcare C
ybersecurity; Public W

orkshop; Request for 
C

om
m

ents 

FD
A

 
Septem

ber 23, 
2014 

In O
ctober 2014, the FD

A
 held a public w

orkshop on collaborative 
approaches for m

edical device and health care cybersecurity. T
he 

FD
A

, in collaboration w
ith other stakeholders w

ithin the H
H

S and 
D

H
S, seeks broad input from

 the H
ealthcare and Public H

ealth 
(H

PH
) sector on m

edical device and health care cybersecurity. T
he 

w
orkshop’s vision w

as to catalyze collaboration am
ong all H

PH
 

stakeholders. (3 pages) 

C
ontent of Prem

arket Subm
issions for M

anagem
ent of 

C
ybersecurity in M

edical D
evices, N

otice 
(FD

A
 

June 14, 2013 
The guidance identifies cybersecurity issues that m

anufacturers 
should consider in preparing prem

arket subm
issions for m

edical 
devices to m

aintain inform
ation confidentiality, integrity, and 

availability. (1 page) 

Source: H
ighlights com

piled by C
RS from

 the reports. 
N

ote: Page counts are docum
ents; other cited resources are w

ebpages. 
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Table 5. Telecom
m

unications and C
om

m
unications Sector 

(includes w
ired, w

ireless, Internet service providers, G
PS, undersea cables, public safety broadband netw

ork) 

T
itle  

Source 
D

ate 
N

otes 

T
he C

om
m

unications Security, R
eliability and 

Interoperability C
ouncil (C

SR
IC

) 
Federal 
C

om
m

unications 
C

om
m

ission (FC
C

) 

C
ontinuously 

U
pdated 

The C
SRIC

 m
ission is to provide recom

m
endations to the FC

C
 to 

ensure optim
al security and reliability of com

m
unications system

s, 
including telecom

m
unications, m

edia, and public safety.  

G
uide to Securing N

etw
orks for W

i-Fi 
D

H
S C

ybersecurity 
Engineering 

M
arch 15, 

2017 
The guide sum

m
arizes leading practices and technical guidance for 

securing netw
orks from

 w
ireless threats and for securely 

im
plem

enting w
ireless access to netw

orks. It specifically focuses on 
the w

ireless technologies com
m

only referred to as “W
i-Fi" as 

defined in the Institute of Electrical and Electronics Engineers (IEEE) 
802.11 fam

ily. T
he guide does not include com

m
ercial m

obile 
netw

orks (e.g., 3G
PP, LTE). T

he guide addresses w
ireless threats 

that are universal to all netw
orks and describes security controls 

that can w
ork together to m

itigate these threats. (17 pages) 

Protecting the Privacy of C
ustom

ers of Broadband and 
O

ther T
elecom

m
unications Services 

FC
C

 
D

ecem
ber 2, 

2016 
The FC

C
 adopts this final rules based on public com

m
ents applying 

the privacy requirem
ents of the C

om
m

unications A
ct of 1934, as 

am
ended, to broadband Internet access service (BIA

S) and other 
telecom

m
unications services. In adopting these rules, the 

com
m

ission im
plem

ents the statutory requirem
ent that 

telecom
m

unications carriers protect the confidentiality of 
custom

er proprietary inform
ation. T

he privacy fram
ew

ork in these 
rules focuses on transparency, choice, and data security, and 
provides heightened protection for sensitive custom

er inform
ation, 

consistent w
ith custom

er expectations. (73 pages) 

9-1-1 D
D

oS: T
hreat, A

nalysis and M
itigation 

Ben G
urion U

niversity 
of the N

egrev 
Septem

ber 8, 
2016 

Researchers explore the 911 infrastructure and discuss w
hy it is 

susceptible to this kind of attack. They then im
plem

ent different 
form

s of the attack and test our im
plem

entation on a sm
all cellular 

netw
ork. They sim

ulate and analyze anonym
ous attacks on a 

current 911 infrastructure m
odel of to m

easure the severity of 
their im

pact. (15 pages) 
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D
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N
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Space, the Final Frontier for C
ybersecurity? 

C
hatham

 H
ouse, 

Royal Institute of 
International A

ffairs 

Septem
ber 

2016 
A

nalyzing the intersection betw
een cyber and space security is 

essential to understanding this non-traditional, evolving security 
threat. C

ybersecurity and space security are inextricably linked. 
Technologies in satellites and other space assets are sourced from

 
a broad international supply base and therefore require regular 
security upgrades. A

nd the upgrades via rem
ote connections could 

serve to m
ake space assets vulnerable to cyberattacks. In everyday 

life, satellites are regularly used to provide Internet services and 
global navigation satellite system

 (G
N

SS) technologies that are 
increasingly em

bedded in alm
ost all critical infrastructures. (46 

pages) 

D
isruptions to C

om
m

unications 
FC

C
 

July 12, 2016 
The FC

C
 seeks com

m
ent on a proposal to update the 

com
m

ission’s outage reporting requirem
ent rules to address 

broadband netw
ork disruptions, including packet- based disruptions 

based on netw
ork perform

ance degradation; proposed changes to 
the rules governing interconnected voice over Internet protocol 
(VoIP) outage reporting to include disruptions based on netw

ork 
perform

ance degradation, update the outage definition to address 
incidents involving specified netw

ork com
ponents; and m

odify the 
reporting process to m

ake it consistent w
ith other services; 

reporting of call failures in the radio access netw
ork and local 

access netw
ork, and on geography-based reporting of w

ireless 
outages in rural areas; and, refining the covered critical 
com

m
unications at airports subject to the com

m
ission's outage 

reporting requirem
ents. (24 pages) 

FirstN
et’s N

ationw
ide Public Safety Broadband N

etw
ork 

(N
PSBN

) 
FirstN

et (N
ational 

Telecom
m

unications 
and Inform

ation 
A

dm
inistration, N

TIA
) 

O
ctober 5, 

2015 
FirstN

et is requesting feedback from
 stakeholders, including states, 

tribes, territories, public safety stakeholders, and m
arket 

participants, on A
ppendix C

-10 N
PSBN

 C
yber Security that w

ill 
inform

 the developm
ent of the cybersecurity portions of the 

nationw
ide public safety broadband netw

ork (N
PSBN

). (3 pages) 



 

C
R

S
-34 

T
itle  
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D
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N
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C
ybersecurity R

isk M
anagem

ent and Best Practices (W
G

4): 
C

ybersecurity Fram
ew

ork for the C
om

m
unications Sector   

FC
C

, C
SRIC

 
M

arch 18, 
2015 

The C
SRIC

 is a federal advisory com
m

ittee that provides 
recom

m
endations to the FC

C
 regarding best practices and actions 

the com
m

ission can take to help ensure security, reliability, and 
interoperability of com

m
unications system

s and infrastructure. T
he 

C
SRIC

 approved a report that identifies best practices, provides a 
variety of im

portant tools and resources for com
m

unications 
com

panies of different sizes and types to m
anage cybersecurity 

risks, and recom
m

ends a path forw
ard. (415 pages) 

Security in the N
ew

 M
obile Ecosystem

  
Ponem

on Institute 
and R

aytheon 
A

ugust 2014 
M

obile devices are quickly becom
ing an integral tool for the 

w
orkforce, but the security practices and budgets in m

ost 
organizations are not keeping pace w

ith the grow
ing num

ber of 
devices that m

ust be m
anaged and kept secure. (Free registration 

required.) (30 pages) 

W
ireless Em

ergency A
lerts (W

EA
) C

ybersecurity R
isk 

M
anagem

ent Strategy for A
lert O

riginators 
C

arnegie 
M

ellon/Pittsburgh 
Softw

are Institute 

M
arch 2014 

The W
EA

 service depends on com
puter system

s and netw
orks to 

convey potentially life-saving inform
ation to the public in a tim

ely 
m

anner. H
ow

ever, like other cyber-enabled services, it is 
susceptible to risks that m

ay enable attackers to dissem
inate 

unauthorized alerts or to delay, m
odify, or destroy valid alerts. 

Successful attacks m
ay result in property destruction, financial loss, 

injury, or death and m
ay dam

age W
EA

 credibility to the extent that 
users ignore future alerts or disable alerting. The report describes 
a four-stage cybersecurity risk m

anagem
ent (C

SRM
) strategy that 

alert originators can use throughout W
EA

 adoption, operations, 
and sustainm

ent, as w
ell as a set of governance activities for 

developing a plan to execute the C
SRM

. (183 pages) 

M
obile Security R

eference A
rchitecture 

Federal C
IO

 C
ouncil 

and D
H

S 
M

ay 23, 2013 
The docum

ent guides agencies in the secure im
plem

entation of 
m

obile solutions through their enterprise architectures. It provides 
in-depth reference architecture for m

obile com
puting. (103 pages) 
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T
itle  
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D
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N
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T
elecom

m
unications N

etw
orks: A

ddressing Potential 
Security R

isks of Foreign-M
anufactured Equipm

ent 
G

A
O

 
M

ay 21, 2013 
The federal governm

ent began efforts to address the security of 
com

m
ercial netw

orks’ supply chain. A
 variety of approaches to 

address the potential risks posed by foreign-m
anufactured 

equipm
ent in com

m
ercial com

m
unications netw

orks include those 
taken by foreign governm

ents. A
lthough these approaches are 

intended to im
prove supply chain security of com

m
unications 

netw
orks, they m

ay also create the potential for trade barriers, 
additional costs, and constraints on com

petition, w
hich the federal 

governm
ent w

ould have to take into account if it chose to pursue 
such approaches. (52 pages) 

C
om

m
ents on Incentives to A

dopt Im
proved C

ybersecurity 
Practices 

N
ational Institute O

f 
Standards A

nd 
Technology (N

IST) 
and the N

ational 
Telecom

m
unications 

and Inform
ation 

A
dm

inistration 

A
pril 29, 2013 

D
O

C
 investigated w

ays to incentivize com
panies and organizations 

to im
prove their cybersecurity. T

o better understand w
hat 

stakeholders—
such as com

panies, trade associations, academ
ics, 

and others—
believe w

ould best serve as incentives, the 
departm

ent released public com
m

ents to the notice of inquiry.  

O
pen T

rusted T
echnology Provider Standard (O

-T
TPS)™

, 
V

ersion 1.0: M
itigating M

aliciously T
ainted and C

ounterfeit 
Products 

The O
pen G

roup 
A

pril 2013 
Specifically intended to prevent m

aliciously tainted and counterfeit 
products from

 entering the supply chain, the first release of the O
-

TTPS codifies best practices across the entire com
m

ercial, off-the-
shelf inform

ation and com
m

unication technology product life cycle, 
including the design, sourcing, building, fulfillm

ent, distribution, 
sustainm

ent, and disposal phases. T
he O

-TTPS w
ill enable 

organizations to im
plem

ent best practice requirem
ents and allow

 
all providers, com

ponent suppliers, and integrators to obtain 
trusted technology provider status. (Registration required.) (44 
pages) 

Privacy and Security of Inform
ation Stored on M

obile 
C

om
m

unications D
evices 

FC
C

 
June 13, 2012 

The proposed rule seeks com
m

ent on the privacy and data security 
practices of m

obile w
ireless services providers w

ith respect to 
custom

er inform
ation stored on their users’ m

obile 
com

m
unications devices. (3 pages) 

FC
C

’s Plan for Ensuring the Security of 
T

elecom
m

unications N
etw

orks 
FC

C
 

June 3, 2011 
FC

C
 C

hairm
an G

enachow
ski’s response to a letter from

 
Representative A

nna Eshoo dated N
ovem

ber 2, 2010, regarding 
concerns about the im

plications of foreign-controlled 
telecom

m
unications infrastructure com

panies providing equipm
ent 

to the U
.S. m

arket. (1 page) 
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T
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D

ate 
N

otes 

Inform
ation Security: Federal A

gencies H
ave T

aken Steps to 
Secure W

ireless N
etw

orks, but Further A
ctions C

an 
M

itigate R
isk 

 G
A

O
 

N
ovem

ber 30, 
2010 

Existing governm
ent-w

ide guidelines and oversight efforts do not 
fully address agency im

plem
entation of leading w

ireless security 
practices. U

ntil agencies take steps to better im
plem

ent these 
leading practices and O

M
B takes steps to im

prove governm
ent-

w
ide oversight w

ireless, netw
orks w

ill rem
ain at an increased 

vulnerability to attack. (50 pages) 

T
he R

eliability of G
lobal U

ndersea C
om

m
unications C

able 
Infrastructure (The R

O
G

U
C

C
I Report) 

Institute of Electrical 
and Electronics 
Engineers and the 
EastW

est Institute 

M
ay 26, 2010 

The study subm
its 12 m

ajor recom
m

endations to private-sector, 
governm

ent, and other stakeholders—
especially the financial 

sector—
for the purpose of im

proving the reliability, robustness, 
resilience, and security of the w

orld’s undersea com
m

unications 
cable infrastructure. (186 pages) 

Source: H
ighlights com

piled by C
RS from

 the reports. 
N

ote: Page counts are docum
ents; other cited resources are w

ebpages. Table 6. Transportation 
(includes C

oast G
uard, air traffic control, ports and m

aritim
e, autom

obiles) 

T
itle 

Source 
D

ate 
N

otes 

C
ybersecurity 

H
om

eport, U
.S. C

oast 
G

uard 
C

ontinuously 
U

pdated 
Links to regulations, guidelines, advisories &

 alerts, and new
s 

pertaining to m
aritim

e cybersecurity. 

Federal M
otor V

ehicle Safety Standards; V
2V

 
C

om
m

unications 
N

ational H
ighw

ay 
Traffic Safety 
A

dm
inistration 

Proposed R
ule 

January 12, 
2017 

The docum
ent proposes to establish a new

 Federal M
otor V

ehicle 
Safety Standard (FM

VSS), N
o. 150, to m

andate vehicle-to-vehicle 
(V2V) com

m
unications for new

 light vehicles and to standardize the 
m

essage and form
at of V

2V transm
issions. T

his w
ill create an 

inform
ation environm

ent in w
hich vehicle and device m

anufacturers 
can create and im

plem
ent applications to im

prove safety, m
obility, 

and the environm
ent. (166 pages) 

Letter to Federal C
om

m
unications C

om
m

ission re: 
vehicle-to-vehicle com

m
unications 

Senators Ed M
arkey 

and Richard Blum
enthal 

A
ugust 4, 2016 

The Senators said the FC
C

 should ensure that spectrum
 set aside 

for the vehicle-to-vehicle transm
issions, also know

n as D
edicated 

Short R
ange C

om
m

unications, is only used for safety applications. 
(3 pages) 



 

C
R

S
-37 

T
itle 

Source 
D

ate 
N

otes 

A
utom

otive C
ybersecurity Best Practices: Executive 

Sum
m

ary 
A

utom
otive 

Inform
ation Sharing and 

A
nalysis C

enter 

July 21, 2016 
The best practices are m

eant to serve as guidance in the 
developm

ent of autom
otive cybersecurity in seven key areas: 

governance, risk assessm
ent and m

anagem
ent, security by design, 

threat detection and protection, incident response, aw
areness and 

training, and collaboration and engagem
ent w

ith appropriate third 
parties. (8 pages) 

R
equest for Public C

om
m

ents on N
H

T
SA

 Enforcem
ent 

G
uidance Bulletin 2016-02: Safety-R

elated D
efects and 

Em
erging A

utom
otive T

echnologies 

N
ational H

ighw
ay 

Traffic Safety 
A

dm
inistration 

A
pril 1, 2016 

The proposed Enforcem
ent G

uidance Bulletin sets forth N
H

TSA
’s 

current view
s on em

erging autom
otive technologies—

including its 
view

 that w
hen vulnerabilities of such technology or equipm

ent 
pose an unreasonable risk to safety, those vulnerabilities constitute 
a safety-related defect—

and suggests guiding principles and best 
practices for m

otor vehicle and equipm
ent m

anufacturers in this 
context. (5 pages) 

V
ehicle C

ybersecurity: D
O

T
 and Industry H

ave Efforts 
U

nder W
ay, but D

O
T

 N
eeds to D

efine Its Role in 
R

esponding to a Real-w
orld A

ttack 

G
A

O
 

M
arch 24, 

2016 
This report addresses, am

ong other things, (1) available inform
ation 

about the key cybersecurity vulnerabilities in m
odern vehicles that 

could im
pact passenger safety; (2) key practices and technologies, if 

any, available to m
itigate vehicle cybersecurity vulnerabilities and 

the im
pacts of potential attacks; (3) view

s of selected stakeholders 
on challenges they face related to vehicle cybersecurity and 
industry-led efforts to address vehicle cybersecurity; and (4) D

O
T 

efforts to address vehicle cybersecurity. (61 pages) 

G
uidelines on C

yber Security O
nboard Ships 

Baltic and International 
M

aritim
e C

ouncil 
(BIM

C
O

) 

January 4, 2016 
A

 first set of guidelines for the shipping industry contain 
inform

ation on understanding cyber threats, how
 to assess and 

reduce risks, how
 to develop contingency plans, and identifying 

vulnerabilities and potential targets for cybercrim
inals. (36 pages) 

Section 1201 R
ulem

aking, Proposed Exem
ptions of 

V
ehicle Softw

are 
D

epartm
ent of 

Transportation (D
O

T) 
G

eneral C
ounsel 

Septem
ber 9, 

2015 
D

O
T “is concerned that there m

ay be circum
stances in w

hich 
security researchers m

ay not fully appreciate the potential safety 
ram

ifications" if their findings are released to the public, according 
to a D

O
T letter to federal Intellectual Property regulators, w

ho are 
considering a proposal to allow

 the public to circum
vent copyright 

protection m
easures attached to vehicle softw

are. (3 pages) 



 

C
R

S
-38 

T
itle 

Source 
D

ate 
N

otes 

U
nited States C

oast G
uard C

yber Strategy 
U

.S. C
oast G

uard 
June 16, 2015 

A
m

ong the concrete objectives is developm
ent of form

al guidance 
for com

m
ercial vessel and w

aterfront facility operators on 
evaluating cybersecurity vulnerabilities, w

hich the C
oast G

uard 
began in January 2015, w

hen it kicked off a public process that w
ill 

result in issuance of a N
avigation and V

essel Inspection C
ircular. 

The docum
ent details how

 cybersecurity w
ill becom

e an elem
ent of 

M
aritim

e T
ransportation Security A

ct (P.L. 107-295) enforcem
ent. 

(44 pages) 

T
racking &

 H
acking: Security &

 Privacy G
aps Put 

A
m

erican D
rivers at R

isk 
Sen. Edw

ard M
arkey 

February 11, 
2015 

N
early all m

odern vehicles have som
e sort of w

ireless connection 
that could potentially be used by hackers to rem

otely access their 
critical system

s. C
om

panies’ protections on those connections are 
“inconsistent and haphazard” across the industry. In addition to 
security w

eaknesses, the survey also found that m
any auto 

com
panies are collecting detailed location data through pre-installed 

technological system
s in cars and often transm

itting it insecurely. 
(14 pages) 

Inquiry into C
yber Intrusions A

ffecting U
.S. 

T
ransportation C

om
m

and C
ontractors 

Senate A
rm

ed Services 
C

om
m

ittee 
Septem

ber 17, 
2014 

H
ackers associated w

ith the C
hinese governm

ent successfully 
penetrated the Transportation C

om
m

and (TRA
N

SC
O

M
) 

contractors’ com
puter system

s 20 tim
es in a single year. C

hinese 
hackers tried to get into the system

s 50 tim
es. T

he congressional 
com

m
ittee found that only tw

o of the intrusions w
ere detected. It 

also found that officials w
ere unaw

are due in large part to unclear 
requirem

ents and m
ethods for contractors to report breaches and 

for governm
ent agencies to share inform

ation. (52 pages) 

W
IB Security Standard R

eleased 
International 
Instrum

ent U
sers 

A
ssociation (W

IB) 

N
ovem

ber 10, 
2010 

The N
etherlands-based W

IB, an international organization that 
represents global m

anufacturers in the industrial autom
ation 

industry, announced the second version of the Process Control 
D

om
ain Security Requirem

ents for Vendors docum
ent—

the first 
international standard that outlines a set of specific requirem

ents 
focusing on cybersecurity best practices for industrial autom

ation 
and control system

s suppliers.  

Source: H
ighlights com

piled by C
RS from

 the reports. 
N

ote: Page counts are docum
ents; other cited resources are w

ebpages. 
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