IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF ALASKA
UNITED STATES OF AMERICA
Plainuff, Case No, 217cv00____
v. FILED EX PARTE
AND UNDER SEAL

PETER YURYEVICH LEVASHOV,

n.ka. “Petr Levashov,” "Petor Severa”

“Petr Severn,” and “Sergey Astakbhor™
Defendant.

i R R

DECLARATION OF SPECIAL AGENT ELLIOTT PETERSON IN SUPPORT
OF MOTION FOR TEMPORARY RESTRAINING ORDER

o N

I, Elliott Petorson, declare as follows:
L INTRODUCTION AND AGENT BACKGROUND
1. | am a Specal Agent with the Federn] Bureau of lnvestigation i
Anchorage, Alaska. | make this decluration in suppoet of the United States of
America’s Applicatson for a Temporary Restraining Order and Order To Show
Cause Re Preliminary Injunctson, | make this declaration of my own personal
knowledge or on infermation shared with me by other special agents of the Federal
Bureau of Investigation (FBI) and third-party witness interviews where noted and,
if called ws o witness, 1 could and would testify completoly to the truth of the
matters st forth berein.
2. Tewrrently invostigate oriminal and national security computer
intresions 1n the Anchorage Field Office as a member of the Counter Intelligence /

Cybor Squad. 1 have imvestigated cyber and computer intrasion matters for over
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five years and 1 specialize in the investigation of complex botnets, incuding Peer to
Peer botnets, us well ax botnets facilitating account takeover fraud, and distributed
demial of service attacks (DDOS),
1L, DEFINITIONS
3. As uwsed hervin, the following terms have the following measings
. “Malware” s malicious software, usually loaded onto a cosaputer
without the knowledge of the computer’s owner or user. For
example, computer virses are malware.
b, A "botnet” is a network of computers that cybercriminals have
infected with malware that gives a cyvber ersminal accoss 1o each

computer and allows a cyber criminal 1o control ench computer
remotely.

. An Internet Protocol (1P) address i the globally unique sddress
of a computer or other device connected to o network, and i
used 1o route Internet communications 10 and from the
computer ar other device.

d.  “Peor-to-peer” refers to a means of networking computers such
that they communicate directly with cach other, rather than
through a contralieed manogement point.

L. BACKGROUND ON LEVASHOV
L LEVASHOV s a Russian citison, who resides in St. Petersburg, Russia
nnd was born on August 13, 1980, He i described as 0 white male with brown hair
and brown eves,
5. LEVASHOV has been the subject of two prioe federal criminal
prosecutions. In the first, he was indacted 15 2007 (the case was filed on January 3,
2008) under his alins “Peter Severan” in the U.S, Distnct Court for the Eastern

Dastrct of Michigon for comspiracy to commit electrosic mail frand, mail feaud, and

US. v, Lovashov
1Taev00__
2
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wire fraud i violatson of 18 US.C. §§ 371, 1037(a)2)04a)3), 103T(hX2XCY, 1340,
and 1343 and several substantive counts of violating 18 US.C_§§ 1037(ax2),
10STBNZINC), and Section 2. Those charges arose from the defendant's
particpation from Jananary 1, 2004 until Seprember 1, 2006 in disseminating spam
on the part of a group engaged in a pump-and . dump penay stack scheme,
According to the indictment, *Severa”™ recesved hundreds of thousands of dollars in
payment for this spammang.

6. The second case was based on a eriminal complaint filed 1o the US,
District Court for the Distrnict of Columbia, whach in 2000 charged LEVASHOV in
has trae name with two substantive counts of violating 18 US.C. §§ 1030a)SNAN),
103G NENBXI, TOG0GXEKAN) and 103aXSXBHV), as well as one count of
conspiracy o comnit these offenses in violation of 18 US.C. § 371. These charges
resulted froms LEVASHOV s cperating the Storm Botnet from January 2007 until
September 22, 2008, That botnet, like that whach is the subject of thas prosecution,
sent spam 1o facilitate pusap and dump schomes and the purchase of grey market
pharmaceuticals. Because the governmest was unable to spprehend and detain
LEVASHOV, 1t dismessed the complaint in 2014,

7. LEVASHOV has long beon a fixture an the list of the World's Ten

Worst Spammers, which 1s maintained by the antispam oeganization Spamhaus,

Currently, LEVASHOV occupies the sixth spot. ! [

"hetpawww spamhaus crgstatistionspammeny’, last chserved on March 29, 2017,
US, v. Lovashov
1T v
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IV, OVERVIEW OF KELIHOS

e P * LAY . )
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number of computers infected with Kelihos at any one time can vary, At times, over
100,000 computers have been ssmultameously infected worldwide with Kelihos.
Presontly, the number sits betwoen 25,000 and 100,000, approximately 5 10% of
which are computers located in the United States. Based on my review of
computers which are infocted with Kelibos malware and conversations with other
FBI agents and computer securnity researchers who have investigated the code used
10 create the Kelibos botoet, 1 know that 3t can be difficult for computer users to
detect Kelihos infectsons. Kelihos is designed to persist on a victim's computer
despite uny overt actions by the victim to remove 31, For example. the first time
that Kelibos runs, it sets its property setting o “mvisible” so that it cannot be seen
or manipulated by the victim. Based on my mvestigatson and the investigation of
others, 1 have found evidence of computers infected with Kelihos operating within
the District of Alaska and elsewhere in the United States,

9. Based upon my training and experience, | know that Kelshos's various
activities are issoed at the direction of LEVASHOV, Thas i dooe through the
issuance of a command known s a4 “Job mosage.” Once o job message s iasued by
LEVASHOV. it is propagated throughout the botmet by certain “job servors” that
subsequently relay the instructions to infected computers acting ax “router nodes.”
The terms job message, job servers, and rowter nodes come directly from descriptos
tags that were formerly contained within the Kelibos malware. The job servers
perform severn] functions, but principally act as & mechanism for the operator of the

botnet, LEVASHOV, to disribute spam and 1o collect data stoken from victims, The

U.S. v. Levashov
M T<v 00
5
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Job messages direct infected computers to take specific actions, most commondy, Lo
spam thousands of emails designed to further the above.descrsbed schemes.

10, In addition to the use of job servers to issue commands 1o Kelthos
infected computers, the botnet utilizes a Peer 10 Peer (P2ZP) communication
methodology to maintain botnet connectivity and to exchange lsts of computers
koown to be infected with Kelibos. By exchanging such bists, the infected
compsiters romain prepared to actively exchange information derived from the
infection itself

11,  As descnbed in greater detail bedow, | have determined that Kelshos s
a Peer to Peer botnet, whose principal functions are to (1) distesbute high volumes of
spam email to further criminal schemes: (2) install malioous payloads, such as
ranscanware; and (3) harvest user credentials from infected computers. Each of
these schemes are conducted for the financial benefit of LEVASHOV and other

12. Based upon my training and expenience, | know that spam emaal
messages distributed by botnets such as Kelthos are intended to facilitate vanoas
activities, including the sale of grey market pharmaceuticals; the manipulatson of
thanly-traded securities: the sobatation of fraudulent affilate and “work from
bome”™ schemes; and the distribustion of malicious payicads, such as ransomware,
Spam emanls directing the recapionts to participate in all of these schomes have

boen dirvcted to Alaskan rocipients.

US. v, Levashor
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13 For example, Kelibos generates massive volumes of spam emails
directing recpients to web sites advertising the sale of branded pharmaceuticals.
Based wpon my trasming and expenience. | know that many of these branded
pharmacewticals normally require prescriptions. Additsonally, | know that the
pharmaceuticals are offered at or below market mtes, indionting that they are ikely
counterfeit.

14. Kelihos also dastmbutes high volumes of emails intended to manpulate
the value of thanly traded securitses, induding socalled "penny stocks.” In these
messages, the recipient is led 1o believe that a specific stock will soon trade at &
much higher value. For example, one email | reviewed stated that st was an
“Advanced Trading Alert Notsee,” with a “hot pick that will gaan 100%..." The emml
urges rocipicnts to [ajquire [a specific thinly 4raded securnty] on March 1 and
roceive 100% peofit.”  Another emal stated “Don't you crave to purchase a deal st
$0.07 and cash at §.217 200% gains simple. Get the stock: |, . . |. See, [. . ] current
ask 13 0,21, 1's 200% than the todays bed. On Moaday they will announce big news
and it sure spike to 21, Start buying [. . . | quick.” Because these emails target
socks which generally experience very low trade volume, they are valnerable to
price manspulation assocsated with small increases in trade volume.

15. Spam distnibuted by Kelihos 1s also a primary vector for affilinte
recruitment scamas commonly called “work from home.” In these messages, the
unwitting reagient i directod 1o an esail address or website from which they can

receive more mformation abowut performing escrow or “private buver” services. |

U.S. v. Levashov
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have previously investignted these types of schemes and koow them to princpally
be velucles to further money laundenng. For example, in an escrow scheme,
indivaduals are instracted to recerve and transfer funds in shoet time perwods, often
1-3 days. The incoming funds are usunlly procveds of other cnminal schemes which
are then laundered through the unwitting recipient’s bank sccount. Due to the
short time persod fromn which money is received and then resent, the victum often is
left responsible for the full amount laundered through their nccounts after the
financial institution detocts the fraud and ceases further payment.

16. These email schemes are also evidence of larger wire fraud schemes, a»
they make fraudulent claims of profit and opportunity or sell frandulent goods nnd
drugs.

17, As described in greater detail below, I know that Kelibos distributes
spam in at least two distinet ways. FBI personnel have observed Kelihos distnbute
spam from nfected computers directly. Kelshos can command infected computers to
functson, in essence, as mail servers and distribute spam to reapient email
addresses passed to the computer from the botnet. In these cases, Kelibos wses
emnil addresses and randomly generated first and last name combinations not
obviously nssociated with the troe sccount from whach the spam was sent. Known
ns “spoofing,” the result s that the spam will be made to agpear to come from
[username }@gmail .com when in realsty it was sent by an infected computer with no
nssociatson to the referenced ematl nccount. Kelthos nocomplishes this by manually

oditing the header information. The spoofing makes the spam much more difficult

U.S. v. Levashow
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to detect and block. while also concealing the true ongins of the email messapes.
Kelihos can also send spam directly from mail servers, such as those owned by
Earthlink or 1&1 Mail & Medsa, by gaining unauthorized acoess to them through
the wse of nuthentsc emaal nddresses and passwords harvested by Kehhos. In those
mstances, the spam i, in essence. sent from the victim's emaal address through the
mail server, bat without the victim's knowledge or authonzation,

18, [t s through use of the twe aforementsoncd techmiques that Kelthos
sustains sach a hagh volume of spam distnibution. In addition to the
pharmaceutical. stock manipulation, and affiliate recrustment scams descrabed
above, Kelibos also is utilized to send spam comtaining URL hyperlinks which lead
to the downleading of malicous software, Uswitting recipbents of these spam
emails are encournged by the contents of the emasl to elick oo a hyperlink, which in
turn Jeads them to a web location that then sttempts 1o install malscious software
om their computer. Any of these malicious payloads can further compromise the
wecurnity of a computer infected with Kelthos, Based on industry research and the
government's investigation, Kelihos is believed to be responsible for the distnbution
of hundreds of millsons of spam messages within a calendar year, and is capable of
distributing thousands of messages within a matter of manutes,

b, Kelihos Distribates Malicious Pavioads

19. In addition to sending spam emaals with URL hyperhinks that cause

the downloading of malware, the Kelibos botoet can also command infected

computers 1o download and execute madware directly. By commanding Kelihos

LS. v. Levashow
3NTev 00
v
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victims to download and execute malware. Kelihos can retain near tetal control of
the victim's computer system by infecting them with payloads that can include
banking trogans (malware desagned to steal financial credentials), and rassomware
(malware that encrypts the contents of a computer and then secks & rassom
payment in exchange for decryption). Based on ongoing FBI investsgations and
experience, | am aware that LEVASHOV will recvive payment from other
cybercriminals in exchange for distnibuting malicous payloads 1o infected
computers within has botset. This allows LEVASHOV to mosetize has botnet
bevond the distribution of spam.
c Belihos Harvests Credentials

20,  In addition to distnbuting spam emal and mabeious payioads,
Kelihos malware also harvests user credentials from victim computers through o
number of methods, First, Kelibos searches text-based files stored om victim
computers for email addresses. Second, Kelibos searches locations on victim
computers for Gles known to contamn wsernames and passwords, indudang files
asscciated with Internot browsors Chrome, Firefox, and Internet Explorer, Any
eannll addressos and passwords located in these searches are harvested by Kelihos
and subsoquently trassmitted back to LEVASHOV,

21. To capture addstional user credentials, Kelshos installs a software
program called WinPCAP oa infoctod machines. WinPCAP i+ a powerful packet

capture utility that intercupts, in real time, electronic communications traversing

'S v. Lovashov
E1Tev0
10

Case 3:17-cv-00074-TMB *SEALED* Document 5 (Ex Parte) Filed 04/04/17 Page 10 of 36



the victim compater’s network oord, Usernames and passwords found within this
netwerk traflic aro transmitted back to LEVASHOV.
V. KELIHOS RESEARCH, TESTING AND EVIDENCE OF CRIMES

22 Many techniques were atilized to apalyze and study the Kelshos
malware. One of the first steps was 10 gather appropriate samples of the malware.
O festure of the Kelihos botnet circa 2015 is that the Kelihos malware could be
downleaded directly from backend servers. A specific type of backend servers were
described by Kelihos sdministrators as “Golden Parachute Domains.” | believe that
the naming convention relates 1 the role these servers play as redundant
mechaniamas of command and control, When a computer infected with Kelihos can
o kager communicate with any other peer infections, it is programmed to reach
out to domaans (websates) that are hardooded into its configuration. These domains,
the “Gaolden Parachutes,” provade a peer list to the infected computer so that it can
regain commeuanication with other imfected peers. There are at Jeast three such
domains preseatly relevant to the functioning of the Kelibos botnet, gorodkof Joom,
goloduehal knfo and combachi om.* In addition 1o providing peer Bsts, research has
shown that these Golden Parachute Domains were at times configured to distribute
Relibos malware,

23, Kelthos, Hko esany malware familios, uses an affilsstedcliont systom.

At any given time there appears 10 be ten to tweaty separato Kelibos “affilintes,”

While the actual web addresses do not mclode “()"° | have ndded them here to avosd
socidental hygeclinking te these sites
LS. v. Levashon
31T aev 00
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These affiliates are paid by LEVASHOV to infect computers with bus Kelshos
malware, The affiliates are paid according 10 the number of vactisas they infect and
where those victioss are bcated. | am aware of the affiliate model, because |
previously dewnloaded LEVASHOV s prscing structum from a websste known as
“Smoncy” that LEVASHOV maintained. A webpage lnbeled “loads01_rules html”
listed instructions for affiliates, as well as the payment rate per 1000 infections.

24, Based on my investigation 10 date, 1 have determened thar Kelibos, ltke
many botnet families, prioritieos the infection of US. victims. This can be socn in
the higher rates paid for US. vietims. Based on my training and expenience, |
believe US. infections are prazed by LEVASHOV because many of his schemes are
directed against an English speaking audience, and US, 1P addresses tend to be
trusted by many firewalls and spam detection systems,

25, In September 2015, | downloaded Kelihos malware directly from
gosodkofll joom. | downloaded the malware by querying the server accordang to the
following formar: gorodkolf com/affiliate]lD.oxe. | was able to determine the
affilinte 1Ds because the Smoney website maintained a full listing of active
affilanten. For example, one such affibate was boxiOO2Z. By issuing a query for
povodkoffl yoom/box02 exe, | downloaded 0 Windows executable mamed
baxrLexe. Subsequent analysis of this executable detormined that it was in fact
the Kelibos malware. Thes analysis was based upon comparing charmoteristios of
the downloaded malware to known characteristecs of the Kelibos malware. In this

cnse, the downloaded boxi02 exe file interncted with the Windows Regastry in a

US. v. Levashov
3NTev
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manser identical 10 Kelibos, That is, key registry values wore modified so that the
executable would be loaded each time the system started up, This occuss without
the consent of the legatimate user and & o persistence mochanisa dossgned to
ensure that Kelihos remains on the victim's computer dospite amy overt actions by
the victim to remove the malware.

26, My conclusions were simibar to those of ageots with the FBI's New
Haven, Connecticut Field Office who have also examined the Kelibos malware, The
New Haven Freld Office conducted additsonal testing and activated s sample of the
Kelihos malware and observed the infected computer attempting to send high
volumes of spam emadls. Many of those emails supported a “pamp and dump”
scheme for o penny stock related to o known company (KC1).

27. Through coordination with international law enforcement partners, |
bave monstered live traffic related to backend servers maintained by LEVASHOV in
furtherance of the Kelihos scheme. In doing so. [ abserved commands ssued from
those servers to Kelibhos infocted computers. Many of those comsmands, or job
messages, included commands to distnibute emails relating to KC1. The ematls
sugpested to the recipients that the stock would significantly increase 1 value, in
the short term.

28, The investigation by FBI's New Haven Division also revealed the
extent 10 which Kelihos harvests credentinls from infocted computers. Kelibos
searches specific locations on computers for files known to contain usernames and

passwords, ncluding locations which store such data for severn] common interset

'S, v, Levashov
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browsers, induding Chrome, Firefox and Internet Explocer. New Haven Division
stored a fictitious email address and password in Intermet Explorer on an infected
FBI computer. Shortly after Kelibos was installed, thos username and password
was observed withan Kelibos's process memory, indicating that it had beon
identified and harvested.

29. Kelihos also searches for usernames and passwords for Windows
programs that use File Transfer Protocol CFTPT). As its name suggosts, FTP s a
standard network protecel used for the transfer of computer files botween
computers. For example, pictures located on a computer could be backed up 1o 2
server in another location using FTP functionality. New Haven Devisson stored a
FTP username and password combination on an infocted FB1 computer, and the
username and password were observed in Kelihos process momory.

30. Funally, the New Haven Division cdwerved that Kolshos installed on an
FBI computer a software program called WinPCAP, which is able to intercept and
examine electronse communications traversing the computer’'s network card in
Windows computer. They observed Kelihos commanding WinPCAP to intercept the
contents of all incoming and outgeing network traffic oa an infected computer.
More specifically, Kelibos used this WinPCAP functionality to search for email
usernames and passwords in the self-infections’ network truffic.

W

»

U.S. v. Levashov
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VI, KELIHOS ACTIVITY IN ALASKA

31 It as possible to determine the [P addresses of computers infected by
Kelibos by passively participating in the Kelihos botnet. Because it s 3 PZP botnet,
infected computers exchange data on other known Kelihos infections, In this way
the botnet remains connected internally.

32, Examination of peer lists exchanged between peers in the botnet has
frequently revealed [P addresses that geolocate to Alaska, Geolocation s o term
that denotes the examanation of where an [P address is likely 10 be located. For
examplo, [P addresses assigned to an ISP based in Alaska hikely belong to
subscribers ulso hased in Alaskn. After identifying one such victim located in
Alaska, in April 2016, 1 recetved consent to examine her computer for evidonoe of &
Relithos infoction, 1 found that ber computer’s configuration settings bad been
changed. and that an executable file was set to open any time her computer started
up. Examinatson of this executable file revealed that it was Relibos,

33, The presence of Kelihos exposed this vactim to significant potential for
harsm, in the form of stolen credentinks, personal information, and victimization of
other malicsous payvionds such as mosomware. Moreover, the victim's computer was
also subject 1o be used for the distnbution of high volumes of spam to others
withous her knowledge. While an Alaskan based Kelibos infocted computer would
sond spam emails 1o victims worldwide, my investigation revoaled that these enxils
were frequently directed 1o other Alaskan recigients.

'S v. Levashov
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34. There are many methods by which spam operators collect email
oddresses. In some cases, customers of the spam operator provide specific lists to be
wsed, | have studied one such bsts utibzed by Kelihos. One such list tatled
“pharma_bépharmattrade.” contains almeost 100 emnil addresses whose domains
inchude k12.ak us, meaning that these nddresses are utilized by employvees of school
thstricts within Alaska. The same list has nearly 5,000 entries of emails utilizing
the gounet domain. Thes domain, admimstered by General Communscation Inc.
(GCI), s one of the most popular Internet service providers within Alasska. The
presence of these email soccounts within such o list indicates that the email account
holders are in constant danger of receiving deceptively crafted spam email messages
distnbuted by Kelihos,

35, For example, on December 17, 2015, Kelihos sssued & job message
directing that o spam email be sent to 3,333 email addresses. Among those
addresses included emmls usaing the domams ci.anchorage ak.ws, kpbed K122k us,
northatar k12.0k us, doed state ak.as, nnd ppd k12.akus. These domaans,
rospectively, correspond to the Anchorage Municpality, Kenai Pemivsula Burvaw
School District, Fairbanks Northstar Borough School Dastract, Alsska Division of
Occupational Licensing and the Juneau City School District,

36, Morvover, the spam email directed the recipsents to contact Gronghold
Trade, where “The work conditsons are worthy and the offer is expected 10 be
attractive.” Furthermore, Gronghold was recruating “escrow service™

reprosestatives whore the average escrow yolume wos “$84,457.7 Based upon my

US v. Levashov
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training and experience. | know this to be a mosey laundening schome. Howover,
that would not be immedistely apparent to many victims as the emall was
constructed to appear authentic and incloded n link to an Englsh lasguage
recrtment page, and a US. toll free number.

37. Furthermore. Kelshos continues to target Alaskans with a high velusse
of malicous spam, On March 28, 2017, a Kelihos job message directed the
distributson of & spam message to 10,000 email accounts, three of which utilized
email addresses with the domain uns alaska.edu, which corresponds to the
University of Alaska Southeast. Another included email account utilized the
ajuncanaak.ws domain, which corresponds to the aty of Juncau. The subject line of
the spam email was, “Do you want to impress your female partner tomight”™ and the
email included a link to a website which purported to be the “Canadian Health and
Care Mall™ The website offered for sake a large number of prescription medications,
including drugs sach as Viagra and Cialis, pain relief medications such as Celebrex
awnd Torndol, antitactacs such as Amoooallin snd Zithromax, and Antidepressants
such as Prozac and Wellbutrin, The website itself contained endorsements from the
Federal Drug Adminstration. American Pharmacists Assocation and Verisagn,

358, Based upon my traanang and expenience, | know these endorsements to
be fravdulent, Simalarly, | know that buyers of such products have po assurance of
receiving properly branded pharmacestical produacts, or even licensed genere
pharmoceutaculs,

U.S, v, Lovashew
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39, Another Relibos job message, also sent on March 28 2017, was again
directod to 10,000 emunil addresses. Two of these email nddresses utilized the
Juneay School District domaan, while another used the ACS Alaska domain. A
fourth utilized the Alaska Airlines domain. This spam email comtained the subject
line, “She will say you.” and directed recipients to another website, that contained
samalar content to the above-descnibed pharmaceutical website.

#0. Based upon my wmvestigation, | know that residents of Alasks and
clsewhere sustain continued harm as & result of the Kelihos botnet.

VIL  EVIDENCE ESTABLISHING LEVASHOV'S CONTROL OF KELIHOS

41, In cooperation with private sector partners, | preveously idestified two
servers associnted with the Kelibos botnet. Both were located outside the United
States. In cooperation with international law enforcoment partners, | receaved real-
time data from those servers whach revealed multiple associatsons between the
Kelihos malware, servers conmected to Kelthos, and LEVASHOV,

42, One of the servers, beaning the [P address 94,242 250 85 functioned as
a portion of the Keliboa backend. Addstionally, 1t was is utilized by LEVASHOV as
a proxy, meaning that some portion of his loternet activities are directed through
the server. As i result of thas comfiguratson, | have been able to observe backend
panels, or websites, that provade status updates on the Kelibos botoet, Pasels such
#s this are very commonly encountered 1n the investigntion of botnets, as they
facalitate the oporntor’s ndministration and troubleshooting of the botnet,

US v. Levashov
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43, In this case, the Kelihos panel is constructed as a website and indudes
mformation such as the status of its servers and the statws of the Golden Parachute
Domains. Gorodkofll Joom, goloduhad, info, combach( joom, and others, are
specificully referenced, with color codes used 10 indacate their readiness status.,
Another portion of the webpage shows varous backend servers, the spam messages
they are being wsed to distnbute, and data such as the speed at which the messages
are being dwtnbuted. For example, as shown below, the emml “lists" bemng utilized
are “pharma_b+pharmastrade.” This is the same list as descrnibed above that
contained thousands of entries for Alaskan email addresses.

Ip: 193.25,179.38 Ip: 176.103.45.27

Sat, 20 Feb 16 18:25:290 +0400 Sat, 20 Feb 16 158:47:54 +0400

Last: Lasa:
Sistwpharma_bépharmartrade pharma_b+pharmattrade

Body: Perfect method to ha ... Body: Giveto your babe g
Mrogmarket.rw! ng. bxilgusk.rw/

Subject: Do you wan . his Subject: Evoke your ..
night? admairation

Counter: 712910562 Counter: G087 15081
(L424874530) (HA248T453D)

Speed: 77T m'h Speed: 10323 m/h

44.  Other portioss of the Kelihos panel include antiviras and blacklisting
repoets. This indscates that the operator actively moaitor whether or not their
varsous servers have been identified by antivirus or other blacklisting services.
This 1s important for the operator, as blacklisting could redwce the relaability of
their botnet, For example, the panel indscated that both of the servers referenced
nbove appenr 1o be tracked by at Jeast one antivirus vendor.

U.S. v. Levashov
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45, Additionally. the server appeared to contain copees of many of the
distributed spam emaal messages, similar 1o spam distributed by Kelihos, Subgect
limes of emails that appear to have been sent to emnil nccounts Gncluding many
hosted by Alaskan ISP General Communication Inc. (GClLnet) include, “Very good
way to reveal your intimate life.” *No amorous failure risk.” “Attack your woman
harder.” and “Are you ready 1o please your female partoer tonight™ These emails
contained links to websites that appenr 10 facilitate the purchase of gray market
pharmaceuticals,

0. Abso appearieg to have been sent 10 GCLnot email acoounts were
ematds with the subject lines, “This Company looks ready for & major run thas
wook!", “Big Gainers Since My Alert™. "It 1s about to wake up and ROAR™ and “lts
trading levels could change in po time (MUST READ).” The content of all of these
emnils wore similar as they are intended to persunde the recpient to purchase a
speafic US, listed stock. For example. one email’s content listed:

This Stock is our Now WILD Sub-Penny Pack! Get Ready for Multi-

Bagger Gains!

Top 10 Reasons Why We Love This Pick!
Company Name: KC1

Traded as: KCIL

Long Term Target: §1.70

Trade Date: Febwruary, 20th

Closed at: 0,30

U.S. v. Levashov
E1Tov0
20

Case 3:17-cv-00074-TMB *SEALED* Document 5 (Ex Parte) Filed 04/04/17 Page 20 of 36



A7, These spam emnils facilitate “pump and dusp® stock schemes, s
previossly described in this affidavit. [ have exnmined historical prices for several
stocks for which Kelihos has conducted spam email campaigns and noted that such
campazgns usually result in o temporury increase of the stock price of anywhere
froen 30 1o B0 percent.

45, In addition 1o the explicit Kelihos actisvity on the server, | observed
that this server was utilized thousands of times 1o log into the mail ru website tied
10 the ematl sccount pete 77 78 mailru. Based oo my traiming and expernence, this
indicates that the user of the Kelibos server was also utilizing the email
poteTTT@matl ra. The webwite 3038 argllistn html associates this email address
with Pete LEVASHOV, a websmith and programmer located in Russia, with a date
of barth of ¥ 11880, The websate 3038 org appears to be the website for a hagh
schoal in St Petorshurg. Russin, that focuses on mathemntios and physics.

49, The emasl addreas pete 77 Tdmail ru s also nssociated with an Apple
1Cloud sccount in the name of Petr LEVASHOV. According to Apple’s records,
LEVASHOV 15 n resadent of the Russinn Federation. A second emaml addross is also
assoctated with this yClowd nocount, levashov@knyamevspb.oru. Apple subscriber
information indicates that this sccount was registered with Apple using the [P
address 83.243.67.25. Moreover, Apple’s records list the Apple Digatal Signaling
Identifier (DSID) 197828024 with peteT7 7 mnil.ru’s account. An Apple DSID is a

unigque 1D assigned 1o o user when regmtening with Apple’s 1Cloud service,

U.S. v. Lavashov
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50.  B3.243.67.25 s the samse [P address utilized to register the Geogle
nocount, peteknyazev?778gmasl com, The sccounts peteknyazev? 7 7@gmail com
and Apple DSID 1972828024 sharve extensave overlap of 1P addrosses utilized to
neoess these accounts, including 91.122.62.16. Additionally, access Jogs from Apple
und Google indacate that these accounts share temporal overlap with IP addresses
as well, meaning that the same 1P addresses are utilized during similar time
penods. Based upon sy training and experionce, common [P addrosses,
partscularly during the same tise period, suggest that the same individual is
scoessing both accounts,

61, The IP address 91.122.62 16 was also used by LEVASHOV to negotiate
the purchase of a digial cortificate from the company GooTrust, An emasl was sent
from renewdgeotrust.oom o petr@hottaby 4 ru on November 23, 2016, Thas email
referenced an order for a “Rapid Wildcard® cortificate. Those recoeds wore
subsequently attainod by agests within FBI's New Haven Division, and indicate
that n customser named Peter LEVASHOV, of Saint Petersbhurg, Russia, initinted an
order for the certificates utilizang the [P address 91.122.62.16. Moreover, the
certificate order was then completed, minutes later, utslizing the 1P address
QL2492 2M88, 54.242 250,55 1s the same [P address utilsznd thousands of times to
log into the aforementioned pete 77 T@mail ro emal! sccount. This evidenoe of cther
wse of the same [P by LEVASHOV is further evidence that LEVASHOV is utihizing
both the Kelibos server and Google and Apple accounts which point to him.

U.S. v. Levashov
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52,  Furthermore. Foursquare, a social msedia application that provades
recommendations on restaurants and shopping establishments to users, possossed
records for an sccount in the name Petr Levashov, registered with email addross
pete 7778 mmlru. This account also displayed the same pattern of temporal overlap
within the [P access logs, when compared to the previously mentioned Apple and
Google accounts. Again, thas indascates the account is likely used by LEVASHOV.

53, One [P address appeanng within LEVASHOV s Foursquare account i
85.17.31.90. This [P address also appears within LEVASHOV's Apple DSID 1Clond
nocount 1972825024, and the Google account peithottubyd ru. Google records from
2016 indicate that prithottabyd.ru had boen accessed by only two other 1P, one of
whach i» the Kelibos server [P address 94,242 250 85,

54 The server corresponding to [P address M. 242.250 88 also contained
many references to LEVASHOV. For example, an email sent on February 26, 2016
from so_replydemail apple.coss to petri@hottabyd.ru with the sulpect line, “Your
applOS) status s In Revsew” s addressed 1o "Potr Lovashov™ and contains a statas
update on an 1OS applhication. There are many such emaals sent from this Apple
emadl account to petrithoctabydru

55 Furmthermore, analysis on data provided by Google revealed that on or
about June 4, 2013, the following search terms, “kelthos™ and “kelihos ™ were
attesbuted to the account peteknynzev 7 Tdgmatl com. Further analysis of the data
provided by Google showed that the collphone aumber assocsated 1o this Google

noecount 1 LEVASHOV's mobile number ending 18 0604 as indicated in Apple
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revords. Based upon my traiming and expersence | know that it is commeon for
individuals operating botnets to conduct searches for their makware.

56, It s also commson for criminals engaged in cybercrime to utilize
nicknames, especially on the criminal forums on which they exchange data on
crimsingl tochniques and offer products and servioes for sabe. The use of nicknames
allows them to protect their true identity, while still allowing for the beoefits of
name and product recognitson. Whide there are a karge number of Intorset furums
devoted to the exchange of criminal services and techniques, many criminals will
wse the same mickname on different forums, This is likely due to perovptions of
anonymity, as well as the reliance upon reputations tiod 1o mcknames, In these
commumnitios, actors are known principally by either their grven neckname, or an
email, jabber, or 10Q handle, Jabber and ICQ are “chat” applications. These
reputations become umportant both in the exchange of data, and sccess 10
marketplaces in which products and services are sold. LEVASHOV utibized
multiple nickmames, but the most common wis “Severa” or “Poter Severn.”

57.  Upon examination of many criminsl forum accounts in the name
“Severa,” | have noted that in the majonity, the [CQ nuntber 104967 has been
utihized since at least 2010, 10Q is o popular Internot instant message servioe in
which wsors are ideotified by unigue numencal values, kaown as 10Q numbers,
Based upon my trauning and expenence, | know that online monikers, such as [CQ
numbers, arv rarely changed or transferred by online criminals. Therefore, |

US. v. Levashov
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conclude that the combination of an identical 10Q sunsber and nscknume are
indacative of the sanse individual accessing and utilizing these accounts.

B8, Severs has used this [CQ sumber to advertise his boinets. For
instance, in May 2015, the FBI reovived the bllowing infermation pertaining to a
vorsdor on the Russian crimisal ste Korovka ce. The vendor was ndvertising
“webmailer omail spam” capability and the information he provided read as follows:

Usorname: "Severa®

Registration: 127272011

Jabber contact: pabber@honese com

ICQ: 104967

Service: Ezaall spam

Detasls: The servier was offored since 1999 and delivered
spam o & recipients inbox, Every spam launched used several
thousand cloan [P addresses and nocounts. Unique algonithms
and tochnologies wore constantly improved. Seller has US and
Europe omail databsses for spans, and fresh databases received
dasly, Prces per million spam delivered were $200 USD legal
advertisement, adult, ssartgage, beads, pills, replics, ete... $300
USD job spam (drops, mules, employmemt), and $500 USD
scam/phishing attacks.

59 Thas informatson comveyed that Severn's spamming wis superior to
that of his competitson and would be less likely to be detocted Cclean [P addresses
and accounts” and “unsque algorithms”) and that be had been doing this for & long
tinse Csince 19667),

0.  The nickname Severa, and communication accounts such ns
Jabberihonese com, appeared frequently on the servers wiretapped by internatsonal
law enforcoment partoers, Jabber®honese com is an XMPTP account, XMPP s a

type of instant messaging service widely utilized on the internet. Becouse XMPP

U.S. v. Levashov
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servers can be andividually hosted and managed, rather than hosted and managed
by % compargy such as Google, they arv alten trusted by ertminal actors.
61, Similarly, on or about January 14, 2017, Severa posted the following
advertisesoont * an online forum called “Club2CRD"™:
Hollo,

I am offering my spamming service via electronic mail to
evervhody who i intervsted. | have boen serving you since the distant
year 1999, and during these years there has not been o single day that
I keep still, by constantly (smproving quality of spamming. Now at your
service there is the only ane in the world unique technology of spamming
via eloctromic mail, which provides maximum possible probatality of
delivering your message to the final recipient.

Today | conduct all spamming via webmail. Each spamming i
being done froms dosens of thousands of cdean [P addresses and accounts.
To generate & mwessage there are used wunique algorithms and
technologies which 1 have been constantly developang and smproving.
Every spamming & being automatically monitored for quality, with
regular sutossatic spamming and runnang test messages,

I conduct spamming on my databases of USA [PH), Europe, or
other countries you are interested in. | am constantly collecting and
testing new addresses from different sources. Databases arv updated
daily and | have emough of collected volume, in order to provide
indivsdual databascs of addresses for each now spamesing.

The prices for one spamming (for @ million of delivered messages)

$£200.00 ~ Jogal advertiving. adult, mortgage [PH), leads, pills
[PH], replicatson [PH], and ete.

£300.00 - drops, also known as employment spam

£500.00 - scum, phishing

* The sdvertisement. which was wrtten in Rusaan, was later trasslatod into Kaghish by »
FBI linguist. The references in the advertisement to “[PH|™ aro those of the liaguist and
reflect that & word has been transisted phonetically,
US. v. Levashov
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| am interested in large chients, and 1 actively incentive that with
large discousts, The larger is the order volume, the bigger is & discoust.
Discounts stast just at two million, and they may excoed 5%, Verify
prices for aey amount more than one million,

For contact use Jabber (XMPP): jabber@honese.com
An alternative communication channel s 10Q 104067,

I always welcome mew and old clients, as well as feedback’
Good luck and keop it up,
Petr Severa
62. LEVASHOV continues to use the nickname Severn in operntson of the
Kelthos botnet. On or about March 20, 2017, an individual known to law
enforcement contactod LEVASHOV, who i currently believed to be traveling
outside of Russin, vin an cnline chat application, to express interest in purchasing
one or move spams deliverses. Upos an mstaal ingsiry Jooking for the “services of
Peter Severn™ and n request to confirm pricisg and services offered, LEVASHOV
responded on March 21, 2007: “Hi, | am Petor Sovera. 1 were away, what do you
want to send? job offe]r)s, dating, phashing. malware? or what™
63 In subsequent exchanges between Severn and the individaal on March
20, 2017, Severa stated that he accepts batooins. “Job offers™—which | know based
on my training and expersence refers to money mule solicitations —were priced at
“300 wad per 1| milbon emails, 450 per 2 mil{lson).” However, Severa also indicated
price differentials for differvit kinds of spam delivenies: “phishing, scass otc 500 wad

' A “mule” or “moncy muke” is an individual who is mad 1o Iramport o Lasder stolon money s
furthermmce of criminal sctivity and #s reled onganizations. These mdividoals can be cher
wittingly or wmwattingly participating in the (rsed.
US. v. Lavashov
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per L mil ... 750 per 27 Severa also confirmed that the individunl could purchase
spam to bo sent only to a specific country (including the United States). Severa
stated: “3 need just payment and letter to start,” and instructed that, “[A]fer
payment pat it to archive with passeord and upload to sendspace com.” According
to sendspace com’s website, “Sendspace is the best way to send large files. too big
for email sttachments, to fricnds, family and businesses, amywhere in the world.”
Severa also indicated that be has “10-15 onders daily.”

64, Onor about March 21, 2017, the individual paid Severa in bitooan to
purchaso & spam campuign 10 be dirocted at the United States, The spam email
subimstted 1o Severa included & link to & website advertising “work from home” job
opportunitios. Severa responded that the “Maling takes 2-4 bours, but response
can come during 2-4 days, people don't read emails instantly.” He sgain retteratod
that be has “10.15 coders dauly.”

65, The indsvidual then asked Severn, 1 had client recontact me about
ransomware. you can do?™ Within approximately twenty ssimutes, Severa
responded via chat:

I do mailings for installs, it costs 500 usd per 1 mulbion emails,

750 usd per 2 mal, 1k per 3 mil. [ can'’t send attached file inbox en

volume, nobody can now, so send letter just with link to file or landing.

I need just payment and letter to star.

you seod froah text whach never sent before, and you should

randomize it by synonyms, by my template. You can use synonym com
service to find variants. You can do html message, but images only by

links, not attachmenas.

Template:

US, v, Lovashoy
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{Spom | Blackmailing | Phishing Masling) s igood | very good | the
best)! Always send | use | order | ask Sor)fit | thas){ 1111

Samples(don’t write these, it's generating automatically):
1) Blackmailing is good! Always order it!

2) Phishing Muiling is the best! Always wse '™

3) Spam is the best! Always send this,

66, Based on my training and expenience and the exchange between
Severs and this individual, 1 bebieve that Severn's reference to “matlings for
installs” refers to the distnbution of malware, including rassomware,

67.  The individual then asked Severa if be “sendfs] out stocks or

pharma? does pricing change.” Severa immodiately responded:

SEVERA: logal offors?
stocks what do you mean?
pharmas is 200 wad per 1 millson emadls
Indivadual: penny stocks. buy/sell
SEVERA: it's PD
pump and dump
t have 25 mil vraders list
gy prece usually is 5% of trade
with 5.10k deposst
Indsvidual: foir
SEVERA: 5% by yahoo numbers
Individual ok. good to know in advance
SEVERA: (PrevClose Last Price) / 2 * Vaolume * 5%
i oan move it good, just find the stock
and wo peod deposit
11l subtract each day numbers, when it 0 i
stap
US v. Lavashov
3:17ev.00
2

Case 3:17-cv-00074-TMB *SEALED* Document 5 (Ex Parte) Filed 04/04/17 Page 29 of 36



Individual: I've know some poople in the market who
suggest stocks from time to time

SEVERA: ask them
we need the stock, of they can relesse mews on
it = it’s cool too
people buy on mews
510k wad deposat, | acoept Mc or wire, or wimzx

65 Based on my training and experience, | believe that “bc” is & common
abbreviation for bitcotn and “wmz” is a common abbreviation for WebMoney.
WebMoney ks a very popular alternative online payssent system. WebMoney allows
its users to store funds in different “purses.” where each purse can be maintained as
i separate currency, such as U S dollars, or Russian Federation rubles. 1 bave
examined WebMoney socount records tied to LEVASHOV. Those recards revealed
the use of IP address 91 122,62, 16, the sasee [P utilized to nccess LEVASHOV' .
1Clond nocount in his resl name,. This samse 1P address was also found to have
sccessed n WebMoney identifier (1.0, socount) ending in 4986, Of note, registered
under thas account is the WebMoney purse endung in 1018, which s the purse
supplied by LEVASHOV, under his Severn alias, when requesting paymont for has
spamming secvices with the individual discussed above,

9. Addstionally, | identified two instances when 91.122.62.16 accessed the
WebMoney account ending in 4986, expressed by Web) 1n terms of dates/tiznes
when acoess would “began” and “end.” In the first instance, | oluerved that
LEVASHOV received an iTumes update from Apple, via 91.122.62.16, approximately

11 howrs prior to when the WebMoney account was accessed from that same 1P
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address. [n the second instance, the same [P address accessed the WebMooey
nocount between May 17 and 15, 2016, and | cbserved one (Tunes update a little
over an hour prioe 1o that period and another update approxissately 14 hours afler
that accoss period ended, Based on my trsinsng and expecsenco, the overlappiog use
of the 1P address for an iTuses sccoant in LEVASHOV s name and & eruminally
used WebMoney accousst by the alias Petor Severs indicates that Poter Severa s
LEVASHOV,

VIIL. NEED FOR EX PARTE RELIEF

70. Based on my training and experionce, including both my investigation
of Kelihos and other cyvbererimanal entitien, [ believe if LEVASHOV was to be
motified in advance of the plansed disruption, he could and would take ssmple and
rapid steps to blunt or defeat the Gevernment's planned disruption. Such steps
would likely inchude relocating his servers and command and control infrastrecture
and/or making significant changes to the intensediary communication protocols,
which would not take extessave time or effoet.

71, Relibos is & complicated malware vanant, and LEVASHOV s able to
eunily change the malware. Nearly the entive Kelthos botpet can be updated within
24 hours. The Kelihos boanet has been updated in this manner previously in
response 1o the activities of private industry researchers conducting sinkboles or
publishing research papers detailing Kelihos valnerabilitics

n, If LEVASHOV learned of the Govermment’s plans to sssne

updated Kelihos peer lista, for the purpose of sinkboling the vulnerable infections,
US. v. Lovashov
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LEVASHOV conld 1ssue bus ow ) peer lists, combating the Government s action
Shima -r:.x because of the Government’s ;'i.n'n 1O U ).ll hos s “' f'l"-'.’ ne s ture to
block communacotion with certain peers and proxies, a skilled programmer could

G i'i“ ch npe tid Kelihos cod nd distribute a vanant ot vualperable to these

Furthermore, Kelibos retains the abality 1o foror infectes
oM pPuis : 1O OO .‘- i ..n.ic-\u- Ui Arbitrary programs H", }\..'I.!:..-.‘.x,u'."
an\'.\'.’nfo:nn s L1y OMDULers 10 dowt b !.I',il‘\-‘ll'l‘ N '.\li?-'. o Gesirucihon

program. this could cause grave and permanent damage to the infected computers

IX KELIHOS HAS HARMED VICTIMS IN THIS DISTRICT AND
THROUGHOUT THE UNITED STATES

4 Kelihos has caused sigmificant yary in thes District and elsew her
throwghout the Unsted States. Although investigators are still 1n the prooess of

determining the full extent of losses attrsbutablde helthos, the aforementaoned

harm indicates that not only were Alaska-based computers valnerahle to the
Relibos malware, but that Alasks -based domains were used to perpetunte fraud
through Various spam oampaigns

l‘ .\. 14 » "n
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X. THE UNITED STATES IS PREPARED TO DISRUPT THE
KELIHOS BOTNET

73, The FBI has developed a comprehonsive technical plan to disrupt the
Kelibes botnot, A sucoessfil dssruption of the Kelihos botnet requires severing the
communication chanmls emploved by LEVASHOV to control the infected
computers within the botret.

s Peor o Poer Architecture: Kelihos wtilszes Poer to Peer (P2P)
conswetivity. Insead of utilizing & traditional Command and Cantrol (C2) sorver to
control all of the bots, control is dsstrbutod across the entine infection base, The
P2P design prevents kaw oaforoossent from merely taking over the C2 server and
gaining immediate control of the entire botnet,

b Kehhos infects computers and divides them into two groups:
“router podes” and “worker nodes.” Router nodes are so namsed based upon their
ability to route communications directly to both backend seevers as well as other
infocted peers. Router nodes are Kolthos infectsons that have publicly accesssble [P
addresses. Router nodes are important 1o Kelibos as they permat direct
communcation to the imfected computer. Router nodes comprise approximately
107% of the Kelibes botnet.

(3 It contrast, worker nodes comprise 90% of the Kelibos botnet,
and utilize private 1P addrosses. Most intornet enabled devaces utibze private [P
oddresses. as they are separated from the lnternet by one or more networking
devices. For example, in many US, bousobolds, & Wi-F) router is conmected diroctly

LS, v, Lovashov
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to & cable or DSL modem. Thas Wi Fi router would then be sssagned the
household's public 1P addross. Each device then conmected to the Wi-Fi router
would be asssgned o private IP address. Waorker nodes are harder 1o saintain for
the botnet aperator, as they sre not directly acoessble ko a router nodo with &
public [P address would be,

d  Tocounteract the difficulty of contacting worker nodes with
private 1P addresses, Kelihos comtmands its worker nodes to check in regularly with
the router nodes, That “check in” takes the form of oxchanging peer lists and job
messages. Peer lists maintain the [P addresses of other Kelihos infections, that is,
an infected computer’s peers. This information informs each peer who else it can
communicate with. Then, when a set amsount of time has passed, the worker node
will contact another router pode to exchange data, including each other’s peor lists,
In respomse, the worker node then cosapares its own peer list with the received poer
hist, and updates its own peer list with sew IP addresses until it reaches 4
maximum susber of 3,000,

v, To effectsvely combat the PZP structure of the Kelthos botnet,
the FBI with assistancy of private partners will participate in the exchange of peer
lists ned Job mwewsages with other infected computers. The FBI's communscations,
however, will not contain any commands, nor will they contain [P addresses of any
of the mfected weamputers, Instead, the FBI rephies will contain the |P and routing
information for the FBI's “sankhele” server. As this new routing information

permeatos the botnet, the Kelibos infoected computers will cease any current

U.S. v. Levishonv
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malicsous activity and learn to ondy communicate with the sinkbole. The effect of
these actsons will be to free indivadual infections from exchanging information with
the Kelibos botnet and with LEVASHOV. This will stop Kelibos's most immediate
harm, the harvesting of personal data and credentsals, and the transmittal of that
data to servers under LEVASHOV's contrel. Another portson of the Kelshos job
messages s o list, known as the IP flter hist. This st functions as o type of
blacklist, preventing commumcntion with those [Ps contained withan the filter
list. If necessary, the FBI can also utihize thas list to block Kelibos infected
computers from continuing to communscate with reuter nodes

f. The sinkhole server will be a doad end destinatson that does not
capture content from the infected computors, The sinkbole server, however, will
record the [P address and assockated routing information of the infected machine so
that the FBI can alert the proper Isternot Service Providers of the exmstence of
infected machines on their potwark and to moaitor the effectiveness of the
disruption effort. By notifyisg Internet Service Provaders, the unwatting victims can
be alertod as 1o their status of victims and be assisted in the removal of Kelihos
from their computers.

¢ Additionally, because the Kelihos malware directs infected
mackines 1o request peer lists from the Golden Parachute Domains when they xre
unable to reach any peers, the disruption effort will not be effective unless the
domxins are also rodirected 1o the sinkhole, In arder to prevent LEVASHOV from

wstng the Golden Parachute Domains to recapture peers, it is essential that these
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domains be kept out of LEVASHOV's hands. The Temporary Restraining Order
sought as part of this action denies LEVASHOV these domains through an order to
the Domain Registries responsible for the U.S -based top level domains requiring
them to redirect connection attempts to the sinkhole server.

74.  1declare under penalty of porjury under the law of the United States of
America that the foregoing is true and correct to the best of my knowledge.

Executed this 4'* day of April, 2017, in Anchorage, Alaska.
f

=t
Elliott Peterson
Specinl Agent
Federal Bureau of Investigation
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